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Abstract: With the rapid development of medical informatization and artificial intelligence
technology, medical data, as a core resource, faces dual challenges of privacy protection
and efficient utilization that urgently need to be addressed. Traditional privacy protection
methods often sacrifice data utility and are difficult to meet the needs of complex medical
scenarios. Generative Adversarial Networks (GANSs), as a powerful generative model, can
generate high-quality synthetic data while protecting privacy. Therefore, this article
proposes a medical data privacy protection method based on Generative Adversarial
Networks (GANs). By constructing an improved GANs model, it generates synthetic
medical data that not only protects privacy but also has high practicality, effectively
improving the practicality of synthetic data and providing a new solution for the secure
sharing and application of medical data.

1. Introduction

Driven by the wave of medical informatization, medical data has become the core asset of the
modern healthcare system. The sensitive content contained in it, such as patient diagnosis and
treatment information, health indicators, etc., is not only an important foundation for clinical
research and disease prediction, but also a key object for personal privacy protection. With the deep
penetration of artificial intelligence technology in the medical field, how to achieve secure sharing
and compliant utilization of medical data has become a core bottleneck restricting the development
of smart healthcare. Traditional techniques such as data anonymization and anonymization can to
some extent reduce the risk of privacy breaches, but often come at the cost of sacrificing data
availability, making it difficult to meet the requirements for data authenticity and integrity in
complex medical scenarios. In recent years, the rise of Generative Adversarial Networks (GANs)
has provided a new paradigm for medical data privacy protection. This deep learning model, which
achieves data synthesis through the game of generator and discriminator, can not only generate
synthesized data with highly similar distribution to the original data, but also avoid sensitive
information leakage by controlling the generation process. The privacy preserving Generative
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Adversarial Network (pGAN) model proposed in existing research has been validated for its ability
to balance privacy protection and data utility on multiple medical datasets by optimizing the
network structure and introducing differential privacy mechanisms. Experiments have shown that
the synthesized data generated by the model achieves ideal levels of privacy risk assessment
indicators while maintaining the original statistical features, and the performance of machine
learning models trained on synthesized data is close to that of the original dataset. Currently,
research on medical data privacy protection is facing a dual challenge: it needs to deal with
increasingly complex data abuse attack methods, while also meeting the urgent demand of medical
Al for high-quality training data. This article is based on the GANs technology framework and
systematically explores the collaborative mechanism between medical data privacy protection and
synthetic data generation, aiming to build a new generation of data governance solution that can
resist re identification attacks and support precision medical model training. By improving the
structural design of generative adversarial networks and optimizing privacy protection mechanisms,
the method proposed in this paper effectively enhances the practicality of synthesized data while
protecting patient privacy, providing a feasible solution for the secure sharing and application of
medical data.

2. Construction of privacy protection generative adversarial network model
2.1. GANSs principle

Generative Adversarial Networks (GANs) were proposed by Goodfellow et al. in 2014, and their
core idea stems from zero sum games in game theory. The model consists of two major neural
networks: Generator (G) and Discriminator (D). The goal of generator G is to generate synthetic
data samples G (z) from a random noise vector z (usually following a Gaussian or uniform
distribution) that are sufficient to "deceive" the discriminator; Discriminator D needs to accurately
distinguish whether the input sample comes from the real data distribution p data (x) or the
generator constructed distribution p_g (x). Both continuously optimize their own abilities in
adversarial training, forming a dynamic balance. The value function V (G, D) can be expressed as:

min,; max,, V(D, G) =E pdm(x)[log D(x)]+ E__ Mz)[log(l —D(G(z)))] (D

In the early stages of training, D can easily recognize real and synthetic samples. As the
generation ability of G increases, the difficulty of distinguishing D also increases. In an ideal state,
when p-ug approaches p-udata infinitely, D cannot distinguish the source (i.e. D (x)=0.5), and the
synthesized data has highly consistent statistical properties with the original data. The data
generation capability of GANs provides a theoretical foundation for reconstructing medical data
while protecting privacy.

2.2. Privacy Protection Generative Adversarial Network Model Framework

In the field of medical data privacy protection, the DP MedGAN model proposed in this paper
constructs an improved generative adversarial network framework that integrates differential
privacy mechanisms. As shown in Figure 1, the architecture is centered around a conditional
generative adversarial network. By introducing patient non sensitive attributes as conditional
vectors and combining them with random noise input, the generator is guided to synthesize medical
data samples with specific clinical features. The generator adopts a deep structure combining fully
connected layers and deconvolution layers, and specially designs a multimodal input fusion module
to concatenate and map condition vectors and noise vectors in the input layer, and achieve
high-dimensional spatial representation learning through a shared weight fully connected layer. In
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response to the frequent occurrence of sparse diagnostic codes in electronic health records, the
output layer uses Sigmoid activation function instead of traditional Softmax, effectively supporting
the synthesis requirements of multi disease co-occurrence scenarios.

The core of the model consists of three components: a conditional generator (G), a multi-layer
perceptual discriminator (D), and a privacy protection layer. The generator receives the noise vector
z and the patient's non sensitive condition vector ¢ (such as age group, disease category), and
synthesizes samples that meet specific clinical characteristics through conditional input guidance.
The discriminator adopts a deep convolutional structure to learn complex local dependencies in
medical data, such as the dynamic correlation of temporal vital signs. The privacy protection layer
acts on the gradient update stage of the discriminator, achieving strict (€, 6 ) - differential privacy
assurance by injecting controllable Gaussian noise. The privacy utility balance mechanism is the
core innovation of this framework. In the standard adversarial training loop, the generator attempts
to generate realistic synthetic samples to deceive the discriminator, while the discriminator extracts
features through convolutional layers to distinguish between real data and synthetic data. The key
improvement is to perform L2 norm pruning on each sample gradient calculated by the
discriminator before updating its parameters (to limit the risk of sensitive information leakage), and
then add noise that satisfies Gaussian distribution N (0, 8 2C?I) to the batch gradient mean. This
design ensures that model parameter updates do not rely on any specific individual records,
blocking privacy leakage paths from the source of synthetic data generation. In addition, the
framework integrates an adaptive normalization module to uniformly process mixed types of
features in medical data, such as continuous physiological indicators, discrete diagnostic codes, and
categorical medication records. By dynamically adjusting the feature scale and distribution, this
module significantly improves the modeling ability of generated data for complex medical data
structures.
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Figure 1. Model Architecture Schematic
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2.3. Generator Design

As the core component of DP MedGAN, the design of the generator directly affects the quality
and clinical rationality of synthesized data. In response to the multimodal and highly sparse
characteristics of medical data, this work constructs a hybrid architecture based on deep fully
connected and deconvolution layers (as shown in Figure 2). The input layer of the generator adopts
a dual channel fusion mechanism: the Gaussian distributed noise vector z € R!?® is concatenated
with the patient insensitive condition vector ¢ € R* (encoding semantic information such as age
segmentation and disease category) to form a joint input [z] [¢] € R!?¥*k, This vector is mapped to a
high-dimensional hidden space through a fully connected layer with shared weights, and its
transformation process is expressed as:

hy =Re LUW, -[z]c]+b,) (2)

Where Wi is the weight matrix and by is the bias term. This design ensures that the generation
process is controlled by the clinical context, ensuring that the pathological features of the output
samples strictly match the conditional attributes.

To adapt to the complex structure of medical data, the hidden layer feature ho is gradually
upsampled to the target dimension through two levels of deconvolution layers. The first
deconvolution layer (kernel size 4 x 4, step size 2) outputs the feature map hi, and the second layer
(kernel size 3 x 3, step size 1) generates ho. The key lies in the differentiated design of the mixed
output layer: for continuous physiological indicators such as blood pressure and blood oxygen
values, a linear activation function is used to directly return to the scalar; For discrete diagnostic
codes (such as ICD-10) and categorical variables (medication type), Gumbel Softmax relaxation
technique is introduced to achieve differentiable sampling. Specifically, for a discrete variable
containing V categories, the output probability distribution is calculated as:

expl(log 7, +g,)/7) (3)
> exp((logz, +g,)/7)

Among them, gv~Gumbel (0,1) is the noise term, and t is the annealing temperature parameter
(reduced from 1.0 to 0.1 during training). This technology effectively avoids the problem of non
differentiability in discrete sampling while approximating the true classification distribution.

Traditional Softmax cannot support the coexistence of multiple diseases due to normalization
constraints, especially for the sparse multi label characteristics that frequently appear in electronic
health records, such as patients with both hypertension and coronary heart disease. This design uses
Sigmoid activation function instead of Softmax in the diagnostic code output layer. This mechanism
allows each diagnostic code to be independently activated, generating binary labels by setting
thresholds to accurately model common clinical comorbidities. Finally, the generator outputs a
composite sample consisting of a triplet of continuous variables, discrete encoding, and multi label
diagnostic information, fully covering the core elements of structured medical records.

=

25



International Journal of Health and Pharmaceutical Medicine

Noise Vector

\‘/

Input Concatenation

Y

Fully Connected Layer

Y

RelLU Activation

Deconvolution Layer 2

Condition Vector

:

Deconvolution Layer 1

\J

Continuous Variable Output

v

Linear Activation

v

}

Discrete Variable Output

v

Sigmoid Activation

v

Y
Multi-Label Output

Y

Sigmoid Activation

Y

BP/BG, etc. Medication Types ICD

Figure 2. Generator Architecture Diagram
2.4. Discriminator configuration

Discriminator D has a dual responsibility in the DP MedGAN framework: it needs to accurately
distinguish between real medical data and synthetic samples, while also providing a gradient
perturbation interface for privacy protection mechanisms. This work designs a conditional
discrimination architecture based on deep convolutional neural networks (CNN) to address the
high-dimensional characteristics and temporal dependencies of medical records. The input layer
first reshapes structured medical records (such as multi parameter monitoring data of patients within
24 hours) into a 32 X 32 two-dimensional feature map, and simulates the grid structure of image
data by manually constructing spatial locality. For example, arranging heart rate, blood pressure,
and blood oxygen values at adjacent time points as feature channels enables convolution operations
to automatically capture dynamic correlations between physiological indicators (such as sudden
drops in blood pressure often accompanied by an increase in heart rate).

The feature extraction module consists of three stacked convolutional layers, each layer using a 3
X 3 small-sized convolution kernel (step size 1) and a LeakyReLU activation function (negative
slope a =0.2). The first layer outputs a 32 X 32 spectrogram with 64 channels, the second layer
maintains spatial resolution through zero padding and expands to 128 channels, and the third layer
downsamples to 16 X 16 X 256 dimensions with a step size of 2. The key improvement lies in
embedding Dropout layers (dropout rate p=0.3) in each convolutional layer, which significantly
enhances the robustness of the model to medical data sparsity and outliers. To enhance the clinical
rationality of generated samples, the discriminator introduces a conditional adversarial mechanism.
Before fully connecting in the final layer, the patient's non sensitive attribute vector ¢ (homologous
to the generator input) is embedded into the feature space, and its joint representation is calculated

26



International Journal of Health and Pharmaceutical Medicine

as:
hom = LeakyRe LU, - Flatten(hy)+ W, -c) (4

Among them, hs is the final convolutional output, and Wr and W. are the projection matrices.
This mechanism forces the discriminator to simultaneously evaluate the "authenticity" and
"contextual consistency" of the sample, such as detecting unreasonable levels of myocardial
enzyme profiles in elderly patients in the generated data. Finally, the discrimination probability D (x

| ¢) is output through the Sigmoid function.

joint

2.5. Privacy protection mechanism

The privacy protection core of DP MedGAN lies in the differential privacy (DP) modification of
the discriminator training process, using the DP-SGD (Differentiated Private Stochastic Gradient
Descent) algorithm framework proposed by Abadi et al. This mechanism injects controlled noise
into the discriminator gradient to ensure that model parameter updates do not leak any individual
record information. The implementation process is shown in Figure 4. In each training iteration, the
first step is to calculate the loss gradient V 0p of the discriminator on the current batch of samples
(including real data and generated samples). In response to the strong sensitivity of medical data,
strict sample by sample gradient pruning is implemented: L2 norm constraints are applied to the
gradient g; of each sample

g < g /max{l, C (5)

The clipping threshold C=1.0 is set based on the weight Lipschitz constant after spectral
normalization. This operation limits the upper bound of the gradient norm to C, preventing
individual samples from excessively affecting the model and laying a sensitivity foundation for
subsequent noise injection. The trimmed batch gradient enters the noise injection module. Mean the
gradients of B samples within the batch and add noise that satisfies Gaussian distribution N (0,
o?C2I):

1 B
§=§(Z&+N(0aazczf)j (6)
i=1

The noise scale o is a key parameter that balances privacy and utility. This design satisfies the (e,
0) - differential privacy definition: for any adjacent dataset (with only one sample difference), the
variational distance of the discriminator parameter update distribution is strictly constrained, and
attackers cannot infer whether a specific individual exists by observing the model.

The precise accounting of privacy budget adopts Moment Accountant technology. Assuming the
privacy loss for the t-th round of training is €, the logarithm of the moment generation function is
obtained by tracking the noise gradient distribution

8(2) = logElexp(am (D)|M (D"))] 7

a(;t)Jr log(l/é‘)} (%)
A A

Total Privacy Loss = mln{
A

3. Experiment and Results

The experiment used MIMIC-III and eICU intensive care datasets to extract temporal vital signs,
laboratory examination indicators, diagnostic codes, and medication records from 10000 and 5000
patients, respectively. Using traditional k-anonymity (k=5), standard DP-GAN, and PATE-GAN as
baseline models, privacy risk (membership inference attack success rate, maximum average
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difference MMD) and data utility (statistical similarity: Jensen Shannon divergence, Wasserstein

distance) were analyzed; Two dimensional evaluation of downstream task performance: AUC and

F1 values for predicting mortality/readmission rates. Unified model configuration settings: DP

MedGAN privacy budget e=1.0 (6=10 ), noise scale 6=1.5, batch size B=64, training epochs

T=100. All experiments were implemented on the NVIDIA Tesla V100 GPU using PyTorch 1.10.
Table 1. MIA Success Rate Comparison

Model MIMIC-III Dataset elCU Dataset
Raw Data 68.2 71.5
k-Anonymity 52.1 48.3
DP-GAN 33.7 36.9
PATE-GAN 28.4 30.1
DP-MedGAN 22.6 25.3
Table 1. Downstream Prediction Task Performance
Model Dataset Mortality Prediction Readmission Prediction
Raw Data 0.843 0.621
k-Anonymity 0.782 0.553
DP-GAN 0.881 0.587
PATE-GAN 0.798 0.571
DP-MedGAN 0.832 0.608

The MIA attack success rate of DP MedGAN on two datasets was significantly lower than the
baseline (decrease>5%), indicating that its generated samples had the weakest correlation with the
original individuals. Its MMD value suggests that it still maintains good overall distribution
similarity under strong privacy constraints. The prediction model trained using DP MedGAN
synthesized data showed that its mortality prediction AUC (0.832) and readmission rate F1 value
(0.608) were closest to the original data performance (difference<3%), significantly better than
other privacy protection methods.

4. Conclusion

With the increasing demand for high-quality data in medical Al and the increasingly strict
privacy regulations, Generative Adversarial Networks (GANs) have become a key technology for
solving the data sharing dilemma due to their ability to synthesize high fidelity medical data while
protecting privacy. The DP MedGAN model proposed in this article achieves collaborative
optimization of privacy security and data practicality by integrating conditional generation
mechanism and differential privacy protection. This model not only effectively resists member
inference attacks, but also generates synthetic data that is significantly better than traditional
anonymization and benchmark generation models in terms of statistical distribution similarity and
downstream clinical task performance. Its adaptive architecture design is compatible with
multimodal medical data such as continuous physiological indicators and discrete diagnostic coding,
providing a feasible path for cross institutional secure data collaboration and further promoting the
construction of a privacy protected medical intelligent ecosystem.
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