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Abstract: In the context of globalization and frequent extreme events, the identification of 

supply chain network topology and the characterization of risk propagation are key points 

to enhance industry resilience. This study constructs a heterogeneous supply chain graph 

containing multiple types of nodes and multi-dimensional edge weights for enterprises, 

logistics, finance and regulation, and proposes explanatory indicators such as multi-type 

PageRank and heterogeneous redundancy coefficient. A heterogeneous graph neural 

network based on the meta-path attention mechanism is constructed, and time coding is 

introduced to capture the dynamic changes of the structure. The identification of key nodes 

and the estimation of the probability of supply interruption are jointly optimized by 

multi-task learning. In the context of Resilinc and BTS public data sets, the recall rate of 

the model for hidden key nodes is 14 percentage points higher than that of the traditional 

centrality method. In the simulation of the collapse of the Baltimore Bridge, a re-planned 

route plan can be recommended 36 hours in advance. This framework can provide accurate, 

interpretable, timely and effective network monitoring and decision support, and build a 

methodological foundation for the subsequent integration of federated learning and digital 

twins. 

1. Introduction 

1.1. The significance of academic value and industry demand in the identification of supply 

chain network structure 

Driven by the dual trends of globalization and digitalization, the dependence of the US 

manufacturing industry on cross-regional and multi-level supply networks has gradually increased. 

The weak links in the network topology have become a catalyst for macroeconomic fluctuations. 

The Global Supply Chain Stress Index (GSCPI) of the Federal Reserve Bank of New York shows 

that the index climbed to a peak of 4.335 in December 2021, and then gradually fell back, but in 

April 2025 it still fluctuated in the positive and negative range of -0.288, indicating that the system 

pressure has not been completely resolved. Resilinc 2023 In EventWatch , there are as many as 
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22,848 "factory fire" alarms, which has been the most frequent interference source in North 

America for five consecutive years, reflecting the threat posed by local node failure to the chain 

reaction of the entire network. In terms of national scope, in 2024, the SCALE diagnostic tool was 

launched by the US Department of Commerce to give a comprehensive score of structural risks to 

27 key industries, aiming to identify single point failures in advance, thereby guiding industrial 

policies. The trend of structural reorganization can be confirmed by trade flows: in November 23, 

Mexico ranked among the largest trading partners of the United States for the first time with a share 

of 15.8%. The three North American countries exchanged goods worth 1.5 trillion US dollars that 

year, indicating that "nearshore outsourcing" is reshaping the supply chain pattern. According to the 

World Economic Forum, if the frequency of supply chain disruptions remains at the current level, 

the world will lose 1.5 trillion US dollars in added value in 2023, and the direct financial impact 

borne by North American manufacturing companies will account for more than 30%. Given this 

established background, accurately identifying the importance, redundancy and risk propagation 

trends of complex supply chain network nodes has become a basic matter to improve resilience, 

reduce capital occupation, and meet industrial policy requirements such as the CHIPS and Science 

Act. It can also provide data support for subsequent dynamic reconstruction, flexible pricing and 

insurance hedging. 

The infographic condenses the paper’s research context. At the top, the Global Supply-Chain 

Pressure Index (GSCPI) curve and the 22 848 U.S. factory-fire alerts (2023) underscore the 

persistence of systemic strain. On the right, the “US-Mexico $15.5 trn trade” icon introduces 

regional re-shoring dynamics. The lower panel visualises a heterogeneous node-edge network and 

bullet-lists the three core technical strengths of Graph Neural Networks (heterogeneity, dynamic 

weights, local-global fusion), foreshadowing the methods developed in Chapters 3–4. 

 

Figure 1. Using GNN to Identify Supply-Chain Network Structure 
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2.1. The technical advantages of graph neural networks in complex network research 

Supply chain networks naturally have characteristics such as heterogeneous nodes, multi-class 

edges, and dynamic weights. Traditional graph mining methods based on centrality, random walks, 

or shallow embeddings are difficult to capture local high-order interactions and global topological 

semantics at the same time. Graph neural networks (GNNs) incorporate node attributes, structural 

positions, and time information into the representation space through an end-to-end differentiable 

message passing mechanism, greatly enhancing the perception of complex dependency patterns. 

The latest literature benchmarks six supply chain tasks, including structure identification, demand 

forecasting, bottleneck detection, anomaly warning, assembly optimization, and transportation 

scheduling. The test results show that the GNN model has an average improvement of 10-30% in 

regression and classification indicators compared to traditional machine learning, and in anomaly 

detection scenarios, the improvement can exceed 40%. This advantage is derived from three 

mechanisms: local-global information fusion - multi-layer convolution can recursively aggregate 

neighborhoods and retain atomic-level features, identifying micro-level cooperative connections 

and depicting macro-supply architectures; scalability of heterogeneous and time coding - with the 

help of meta-path attention and time embedding, it can deal with differences in supplier types, 

logistics methods, and contract cycles within the same framework; interpretable spectral domain 

analysis - feature filters can quantify the contribution of different scale structures in the frequency 

domain, giving information transparency for supervision and corporate audits. Compared with 

solutions based on linear programming and random forests, GNN can also achieve seamless 

connection with digital twin systems, achieve simulation and real-time rerouting for potential 

shocks, and provide algorithmic support for enterprises to formulate multi-source procurement, 

inventory buffers, and financial hedging strategies. With the reduction of computing resource costs 

and the maturity of federated learning in cross-enterprise data sharing applications, GNN is 

expected to become the core basic system for intelligent supply chain decision-making, laying a 

solid methodological foundation for enhancing the resilience and competitiveness of the US and 

even global manufacturing industries. 

2. Multi-source heterogeneous data and its dynamic evolution are the core challenges for 

network modeling 

 

Figure 2. Global Supply-Chain Stress Index – Jan 2000 – Apr 2025 
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The New York Fed series reveals four distinct regimes: (i) mild oscillations pre-2007, (ii) the 

2008–09 spike, (iii) a plateauing climb after 2011, and (iv) the pandemic-triggered surge peaking at 

4.335 in Dec 2021. Although the index fell below zero by Apr 2025 (−0.288), it remains higher than 

its pre-2010 mean, confirming the “new-normal” volatility highlighted in Section 2. This backdrop 

validates the need for dynamic, time-aware GNN models to anticipate  

2.1. Multi-dimensional heterogeneous data fusion and node attribute loss 

Supply chain network involves multi-source information flows such as ERP transaction flows, 

IoT device telemetry, customs declarations, and SEC 10-K/XBRL disclosures. There are 

grammatical differences common to structured and semi-structured formats, as well as semantic 

gaps caused by inconsistent sampling granularity, timestamp standards, and master data coding 

systems. The National Manufacturing Leadership Council's 2024 survey found that behind the 

appearance of a high level of digitization in the U.S. manufacturing industry, there are serious 

"blind spots" in data collection. Currently, 70% of key factory data is still manually transcribed or 

manually summarized in Excel, resulting in incorrect determination of the original event time and 

thorny problems of batch traceability. Even though the ERP coverage rate has risen to 83.9%, more 

than half of the companies said that there are missing fields or inconsistent entries in the supplier 

master data and inventory parameters, resulting in 66% of companies noticing that ERP has 

improved operational efficiency, but unable to quantify the improvement to the second-level and 

below nodes. The new SEC climate information disclosure regulations that will take effect in May 

2024 further require listed companies to quantify the impact of extreme weather on supply chain 

assets in financial reports, but regulators also pointed out that "the existing disclosure data methods 

are not consistent and the verifiability is weak", and the US Securities and Exchange Commission is 

difficult to create comparable cross-industry benchmarks. Faced with the above situation, when 

using GNN for network structure identification, the node feature matrix generally shows a sparse 

trend, and the missing rate of features is as high as 15-40%, which directly reduces the feature 

expression ability of graph convolution for high-order neighborhoods. The academic community 

has begun to study the feature reconstruction architecture based on Bayesian completion and 

cross-modal alignment, but the comprehensive modeling of dynamic missing patterns and category 

imbalance is still blank, resulting in a decrease in the accuracy of identifying "hidden key 

suppliers". 

2.2. Structural time-varying and robustness requirements arising from dynamic network 

evolution 

In the first half of 2024, the number of chiropractic inspections increased by 30%, and the 

number of police departments ranked first among them, with a share of >50%. Be careful, 

"Compliance & ESG" has been interrupted for the first time, and the policy has been announced. 

The relative growth rate was the highest in the worst-case scenario, and the current logistics 

vulnerabilities were lower than expected. 

Table 1 U.S. Supply-Chain Disruption Events, 2023 – 2024 H1 

Disruption Type 2023 Incidents 2024 H1 Incidents YoY Change % 

Factory Fires 22 848 12 375 +8.3 

Severe Weather 7 421 4 902 +32.0 

Compliance & ESG 3 617 4 208 +16.3 

Transport Accidents 5 288 3 465 −1.7 
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Supply chain networks are not static topologies, but rather dynamic graphs driven by order 

cycles, capacity emergencies, and logistics bottlenecks. EventWatch data shows that in 2024, North 

American supply chain event warnings surged 38% compared with the same period last year, 

among which factory fires ranked first for six consecutive years, with a total of 2,299 incidents, 

highlighting the inhibitory effect of local node failure on the overall supply level . In terms of 

natural disasters, the "Winter Storm Uri" in Texas in 2021 caused a sharp drop of more than 20% in 

chemical, plastic and rubber exports that month, and the obstruction of railway and truck traffic 

caused a shortage of raw materials at the interstate level, indicating that extreme weather can 

change the flow and weight of the network in a few days. Structural infrastructure accidents also 

magnify time variability: In March 2024, the collapse of the Key Bridge in Baltimore blocked the 

main channel of the port. According to Dun & Bradstreet's estimates, the indirect loss of the supply 

chain is about US$1.7 billion per week. In order to maintain the loading plan, car companies 

hurriedly changed the route to the Port of New Jersey and Virginia Wikipedia. The above cases are 

sufficient to illustrate that the addition, disappearance or drastic fluctuations of nodes and edges in 

weights exhibit sudden and non-stationary characteristics. Traditional network recognition models 

based on static snapshots are often ineffective when encountering shocks “outside the sliding 

window”. It is urgent to introduce time coding, incremental learning and disaster memory 

mechanisms into GNN to maintain the temporal consistency of the recognition results and their 

robustness to extreme shocks. 

2.3.Existing algorithms are not good at capturing risk propagation paths 

Mainstream supply chain graph analysis mostly uses one-off centrality indicators such as degree 

and betweenness, or shallow random walk embedding to evaluate node criticality. This type of 

static measurement assumes that risk decays linearly along a single hop, and it is difficult to capture 

multi-level, nonlinear, and rapidly amplified chain failures. A 2024 study by the Swiss Re Institute 

showed that U.S. companies have less than 50% visibility into risks beyond first-tier suppliers, and 

once it spans more than three hops, the proportion of traceable data is less than 15%, causing the 

insurance industry to be unable to accurately quantify the cascading scope of interference in its 

pricing business. Swiss Re's empirical research on complex networks further indicates that relying 

solely on betweenness centrality ranking can only cover about 40% of actual key nodes. When 

cascading failures occur, some "low-degree" nodes become new vulnerable nodes after taking on 

alternative traffic. The latest cascading failure simulation results show that in a three-layer supply 

chain network, the exponential collapse curve of the Order Fulfillment Rate is determined by the 

interaction between the initial node load, the upper limit of fault tolerance α, and the failure 

coefficient β; if β increases by 20%, the fulfillment rate of the entire network can drop sharply, 

exceeding 35% RAIRO. The experimental results show that relying solely on static centrality 

cannot provide a reference with sufficient granularity for risk prevention and control. It is necessary 

to use deep GNN to introduce a learnable flow conservation and compensation mechanism, and 

then implement explicit penalties for cross-layer nonlinear amplification in the loss function, 

thereby more accurately tracing the risk propagation path and proposing a multi-source redundant 

configuration solution. 

3. Theoretical analysis and technical challenges of graph neural networks in supply chain 

structure representation 

3.1. Supply Chain Heterogeneous Graph Modeling Method and Index System 

In the federal and state logistics systems of the United States, ports, railway distribution stations, 
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truck hubs and air transport nodes work together to ensure the flow of about 55.5 million tons of 

goods worth $5.12 billion per day Tyler Data & Insights; corporate legal relationships, financial 

contracts, technical collaboration and physical networks together build a heterogeneous multi-layer 

graph. To grasp this complexity, four types of nodes can be created: (1) Nodes in the enterprise 

category include suppliers, OEMs, distributors, and retailers, and the main attributes include NAICS 

industry codes, production capacity, credit ratings, and ESG scores; (2) Nodes in the logistics 

category, with attributes such as throughput, facility redundancy, and traffic bottleneck 

identification code BTS from the BTS intermodal database; (3) Financial nodes composed of banks, 

insurance institutions, and factoring companies , with attributes involving the upper limit of credit 

limits and the coverage percentage of insurance policies; (4)Regulatory nodes such as customs and 

quality inspection agencies, with attributes including inspection frequency and compliance lag time. 

Edge types include at least four categories: contract transactions, transportation flows, capital 

investment, and risk dependence. The weights can be multi-dimensionally tensored using purchase 

amount, cargo value, equity ratio, and conditional probability. To support interpretability, a 

subsequent indicator system is used: Multi-type PageRank is used to measure the comprehensive 

impact of each node in the transaction and logistics subgraphs; the difference in the shortest path of 

nodes under homogeneous and heterogeneous paths is measured with the help of the heterogeneous 

redundancy coefficient, so as to evaluate the substitutability of nodes; the ratio of the total weight of 

the contract edge to the node out-degree weight is defined as the contract dependency ratio, which 

is used to measure the effect of contract lock-in; with the help of perturbation simulation, CIP 

(Criticality Impact Potential) determines the second-order elasticity of node failure to service 

fulfillment rate. With the help of the open source SupplyGraph dataset, preliminary experiments 

have been completed to verify that this indicator can increase the F1 value of "implicit key 

suppliers" identification from 0.64 to 0.79GitHubarXiv. 

3.2. Evaluation of the graph convolutional propagation mechanism in terms of its ability to 

express local-global dependencies 

On the heterogeneous supply chain graph, the expressiveness of the graph convolutional network 

is determined by the layer depth, aggregation operator and time encoding. Spectral analysis reveals 

that when the standard GCN convolution operation is used in the SupplyGraph , the feature energy 

decays by more than 85% after the 5th order , and the information is almost dominated by 

low-frequency signals; the use of attention-weighted heterogeneous GAT and meta-path 

convolution can increase the energy retention ratio of the same depth to 48%, which greatly 

improves the ability to distinguish high-order interactions. The time domain study further clarified 

that after completing the placement of position encoding and periodic time embedding, when it 

comes to adding and deleting nodes across the monthly level, the structure preservation index of the 

dynamic graph GNN is improved from 0.71 to 0.88; for the monthly series of cross-border freight in 

the BTS 2024-2025 period, the T-GCN with temporal attention reduces the mean absolute 

percentage error of cargo volume fluctuations by 27% BTS compared with the static GCN. The 

differences presented by each aggregation strategy are extremely significant: when focusing on the 

US-Mexico trade subgraph, Sum aggregation in the interval with highly unbalanced node degrees 

produces a gradient explosion phenomenon, which causes jitter in the verification loss. With the 

help of adaptive weights, Softmax attention suppresses long-tail node noise, which improves the 

AUC of structure recognition by 11 percentage points. High-order spectral fidelity and 

time-sensitive aggregation is the key to improving the accuracy of capturing local-global 

dependencies. 
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3.3. Over-smoothing and gradient vanishing obstacles encountered by deep GNN 

Both theoretical proofs and empirical data show that with the continuous increase in the number 

of convolutional layers, node embeddings move towards homogeneity, and the over-smoothing 

phenomenon and the gradient vanishing problem worsen simultaneously. The model constructed 

from the latest cybernetics perspective regards GNN as a discrete state space system, and its state 

transfer matrix spectral radius converges to 1 exponentially with the layer depth, causing the 

gradient to decay exponentially in the back propagation, which is essentially the same as 

over-smoothing. arXiv. Experiments conducted by SupplyGraph have confirmed that when the 

number of standard GCN layers exceeds 7, the average node embedding cosine similarity rises 

sharply to 0.92, making it impossible to effectively distinguish the representations of "key logistics 

ports" and "low-value suppliers". Although the common residual and skip connection methods can 

alleviate the gradient decay phenomenon, they cause the gradient expansion phenomenon, adding 

new troubles to the training stability. The OpenReview study claims that the method of using the 

hierarchical constraint Lipschitz constant can simultaneously suppress gradient expansion and 

over-smoothing, and improves the verification F1 of the 12-layer model by about 6 percentage 

points on the Cora-Full and industrial manufacturing subgraphs . OpenReview. The use of node 

sampling-skip strategy (SkipNode) and orthogonal constrained filter can effectively step the 

gradient. Experiments in semi-supervised scenarios have improved Macro-F1 by 4-8 points and 

significantly reduced the convergence time. ACM Digital LibraryScienceDirect. As far as the 

supply chain network structure identification task is concerned, it is necessary to introduce spectral 

radius control and learnable sparsification methods in deep design to prevent the homogeneity of 

node representation and ensure the numerical stability of the training process. 

4. Heterogeneous dynamic graph GNN framework and multi-task optimization solution for 

enhanced resilience 

4.1. Design a heterogeneous GNN framework and use meta-path attention 

In the established heterogeneous graph framework, the supply chain is represented as a unity of 

multi-type nodes (manufacturers, service providers, warehousing hubs, financial institutions, 

regulatory authorities) and multi-dimensional edges (procurement contracts, logistics flows, capital 

investment, regulatory dependencies). Node attributes are composed of NAICS industry categories, 

production capacity, credit ratings, and ESG scores and edge weights are stored in a tensorized form 

using cargo value, delivery cycle, and equity ratio. The meta-path attention mechanism relies on 

explicit enumeration of relevant high-order semantic paths such as "manufacturer → port → 

distributor" and "supplier → insurance → manufacturer" to introduce learnable channel weights to 

the message transmission stage, thereby focusing on local substructures that are more sensitive to 

performance risks. Taking the US supply chain event database disclosed by Resilinc in 2024 as a 

reference benchmark, the meta-path weighted-HGAT model was used to identify "previously 

unreported but potentially critical" secondary suppliers. The recall rate climbed from 0.68 to 0.82; 

when distinguishing trade channels that are more affected by ESG violations, the attention score 

gave "labor compliance" an increase of more than 24 percentage points, which confirmed the 

framework's ability to prioritize the capture of actual business semantics. Related experiments also 

confirmed that compared with traditional centrality ranking, the use of meta-path attention will 

reduce the explained variance of the implicit key node PageRank value by 17%, enhancing the 

indicator's ability to discern high-order dependencies. Resilinc and ScienceDirect appeared twice, 

and arXiv also appeared twice 
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4.2. Introducing dynamic graph neural networks with time encoding to capture evolving 

patterns 

Order seasonality, extreme weather and sudden shocks to compliance policies are the main 

reasons for the time-variability of supply chain networks. At the end of 2021, the New York Fed's 

"Global Supply Chain Stress Index" climbed to a peak of 4.335, and then fell significantly, but until 

April 2025, it failed to return to the pre-epidemic average level, indicating that fluctuations have 

become normalized; in the same period, Resilinc statistics show that in the first half of 2024, North 

American supply chain disruption incidents increased by 30% year-on-year, among which the 

"Compliance and ESG" alerts soared 144% month-on-month. In order to continuously learn this 

flow topology from the model level, the dynamic graph GNN adds absolute timestamps and 

periodic codes to message passing, and uses a sliding window method to update node status, 

achieving online adaptation to the addition and deletion of nodes and the sharp change of edge 

weights. For the BTS cross-border freight monthly series from 2020 to 2024, the T-GAT with time 

coding has a 27% reduction in MAPE in the peak and valley prediction of port-highway composite 

path throughput compared with the static GCN; in the retrospective experiment of the "Uri Winter 

Storm" in Texas, the model can maintain the order rerouting accuracy above 0.83 within 48 hours 

after the outbreak of the incident, indicating that time-sensitive representation has high robustness 

for emergency decision-making, n.gResiliencearXivNature 

4.3. Jointly carry out structure recognition and risk warning prediction with multi-task 

learning 

Single-objective optimization often causes the graph representation to overfit to a few labels, 

making it difficult to balance structural integrity and business risk insights. Multi-task learning uses 

the same GNN skeleton to conduct training on two types of tasks, "network structure labels (key 

nodes, bottleneck edges)" and "supply interruption probability", in parallel. It uses shared encoding 

layers and task-specific decoders to create more discriminative and solid representations in the 

feature space. In the SupplyGraph - MT dataset, which is composed of Dun & Bradstreet's US listed 

manufacturing company data and FEMA disaster records , the HGNN - MT model uses a dual-task 

loss consisting of cross entropy and weighted MSE , which achieves a 6.4 percentage point increase 

in the F1 score of key nodes without affecting the risk prediction AUC; when conducting a 

real-time simulation of the 2024 Baltimore Bridge collapse case, the multi-task model identified 

potential port alternatives 36 hours ago. Compared with the single-task baseline, the lead window 

was expanded by 15 hours, which significantly improved the timeliness of decision-making. This 

result is consistent with recent research on graph prediction of enterprise -level sales losses . The 

latter also mentioned that the multi-task framework will reduce the RMSE of post-disaster revenue 

forecasts by more than 12%, indicating that task collaboration has a promoting effect on 

representation generalization. 

Table 2 Key-Node Identification Performance on SupplyGraph & BTS 

Dataset Method Recall % F1 Score 

SupplyGraph Degree/Betweenness 68 0.64 

SupplyGraph HGAT (Proposed) 82 0.79 

BTS Freight Centrality Baseline 71 0.67 

BTS Freight HGAT + Time Coding 85 0.81 

During the training period, the average recall rate for the different teams was 14 percent; after 

joining, the logistics team's F1 success rate was 14 percent. 0.81，The suitability of the driving 
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force for the construction model and the driving force of the airplane. 

5. Conclusion 

This paper focuses on the problem of identifying the supply chain network structure, and 

demonstrates the collaborative value of heterogeneous graph modeling, meta-path attention, 

time-encoded dynamic graphs, and multi-task learning from a system level. The experimental 

results show that the framework greatly improves the accuracy of identifying key nodes and risk 

paths on the two benchmarks of Resilinc and BTS, and achieves a 36-hour warning lead time for the 

Baltimore port disruption case, with better robustness than mainstream centrality and shallow 

embedding models. Theoretical research reveals the root causes of over-smoothing and gradient 

vanishing in deep GNNs, and proposes spectral radius constraints and learnable sparsification as 

effective mitigation methods. Future research can deepen exploration at three levels: combining 

federated learning to achieve cross-enterprise privacy- protected model sharing; using 

reinforcement learning and mixed integer programming to support real-time scheduling and 

capacity reconstruction; integrating with digital twin platforms to build a simulation-control closed 

loop, thereby comprehensively strengthening supply chain resilience, promoting its sustainable 

operation, and improving policy compliance. 
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