Scholar Publishing Group

International Journal of Big Data Intelligent Technology 0 S P G
https://doi.org/10.38007/1IBDIT.2025.060201 S ot Toime
ISSN 2790-0932 Vol. 6, Issue 2: 1-10

Open Access Journals

Research on Computer Network Information Security and
Protection under the Background of Big Data

Jiayi Sun*®

'Smart Grid Department,Zhi Fang Design Co., Ltd.,Hongshan District 430070, Wuhan , Hubei
China

415997213228@163.com
“corresponding author

Keywords: big data, network information security, situational awareness, intrusion
detection

Abstract: Based on the background of the widespread application of big data technology,
the information security of computer networks presents new trends and becomes
increasingly complex. The surge in data volume, multi-source heterogeneous data
structures and the characteristics of real-time transmission have caused great challenges to
traditional security models. Based on the impact of the big data environment on network
security, this paper systematically analyzes the security vulnerabilities and evolutionary
characteristics of typical attack methods in the current network architecture, and introduces
security event big data to carry out clustering and behavior analysis, and then constructs a
threat assessment architecture that can realize dynamic identification. From the perspective
of protection mechanism, it proposes the use of intrusion detection technology integrated
with artificial intelligence, a network situation awareness model based on data-driven
thinking, and the application planning of blockchain technology in data traceability and
trusted anti-tampering. The research results fully demonstrate that the intelligent, real-time
and traceable capabilities of network security systems can be effectively enhanced in a
multi-technology collaborative manner. This study provides theoretical support and
practical reference for the construction of network information security systems under the
background of big data.

1. Introduction

In a big data environment, the frequency of information interaction and the amount of data are
increasing rapidly
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With the rapid advancement of technologies such as the Internet of Things, cloud computing,
and mobile Internet, the total amount of global data is growing exponentially. According to a report
released by the International Data Corporation (IDC), by 2025, the data generated globally is
expected to be around 175ZB, of which unstructured data will account for more than 80%,
involving a variety of content formats such as text, images, audio, and video. The frequency of data
interaction has increased significantly. Application scenarios such as social platforms, mobile
terminals, online payments, and industrial control continue to extend data exchange links, driving
the real-time and dynamic nature of data flow to become increasingly prominent and enhanced. In
this context, the number of data input and output channels encountered by network systems has
increased exponentially. With the increase in system interfaces, security boundaries have become
complex and difficult to define, paving more tracks for potential attack behaviors. In high-
frequency interactions, data is often stored, processed, analyzed, and transmitted at multiple nodes,
building a high-flow situation across systems and regions. This undoubtedly makes security control
more difficult, and traditional static defense mechanisms are no longer able to cope with this
complex situation.

1.1. Difficulties and complex situations facing computer network security today

In the information society empowered by big data, network security issues present a new look of
intelligent attack methods, diverse and extensive attack targets, and lagging defense methods.
Attackers are increasingly using technologies such as artificial intelligence and machine learning to
carry out more hidden and persistent attacks, such as APT attacks, frauds using deep fakes, and
automated vulnerability scanning, forming an asymmetric pattern of "strong attack and weak
defense”. The popularity of hybrid cloud environments and edge computing devices has further
extended the network boundary, causing traditional boundary defense methods such as firewalls and
VPNs to lose their effectiveness, resulting in multiple penetrations and multi-stage attack paths.
According to Symantec's 2023 Cyber Threat Report, more than 11 billion cyber attacks have been
recorded worldwide, and more than 45% of them use legitimate credentials to hijack identity
authentication systems and then invade internal networks, indicating that network identity and
permission management has become a weak link that needs to be strengthened. In this complex
background environment, it is urgent to build security models and strategies that meet the
characteristics of the big data environment to create a dynamic, real-time, and intelligent protection
framework.

1.2. Introduction to the purpose, significance and research framework of this study

The goal of this study is to explore the new security risks faced by computer networks in the big
data environment, explore the key nodes and protocol mechanisms that are vulnerable to attack in
the network architecture, and provide an innovative security protection strategy that integrates
artificial intelligence, blockchain and situational awareness by relying on security event data
modeling and behavior identification. The significance of this study is to drive the traditional
network security system towards the direction of "intelligent, collaborative, and real-time", enhance
the defense strength under large-scale network conditions, and provide theoretical support and
technical implementation strategies for critical infrastructure, government systems, and financial
industries. The structure of the article is as follows: The second part examines the specific impact of
big data on network security; the third part evaluates the security vulnerabilities and mainstream
threat models of the current network architecture; the fourth part provides a set of systematic
technical strategies; the fifth part summarizes the results of this study and looks forward to
subsequent research directions.
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2 Impact of big data environment on network security

2.1. The dilemma of blurred security boundaries caused by the diversification of data
resources

A notable feature of the big data era is that data sources are extremely diverse, involving various
channels such as loT devices, mobile terminals, social platforms, and enterprise applications.
Structured logs, semi-structured XML/JSON, unstructured images, and voice are all forms of data,
and the boundaries between various types of data are gradually becoming blurred. In the traditional
network model, data flow is controllable and security boundaries are clearly identifiable; but in a
distributed system driven by multi-source data, data is constantly transmitted between many
subsystems, microservices and third-party APIs, creating a so-called "borderless network", making
it difficult for network intrusion detection systems (IDS) and security information event
management systems (SIEM) to identify potential threats. Hackers can bypass content review by
uploading image files containing malicious code and trigger remote code execution vulnerabilities
during the decoding operation process. The blurred boundaries directly weaken the effectiveness of
access control policies, causing cross-domain requests and cloud service shared interfaces to
become potential attack points.

2.2. Privacy Leakage Risks in Unstructured Data Processing

Big data analysis generally emphasizes the importance of "data value first". Privacy compliance
requirements may be ignored during data collection and mining. Unstructured data such as user
voice records, image files, and behavior trajectories lack standardized labels, and the implied
sensitive information cannot be automatically identified, which can easily become a high-risk area
for information leakage. According to IBM's "2023 Data Breach Cost Report”, in medical imaging
systems, patient privacy leaks caused by unreasonable unstructured data management account for
17% of all data leaks. The training of deep learning models often relies on large-scale user behavior
data. If protection mechanisms such as differential privacy and federated learning are not adopted,
the original user information may be restored during the model reverse advancement process. If
data is transmitted across regions and stored in a multi-cloud environment, insufficient compliance
may induce legal risks such as GDPR and CCPA. Unstructured data privacy protection must
introduce comprehensive mechanisms such as dynamic label recognition, data desensitization, and
access traceability to achieve full life cycle protection from data source to processing.

2.3. In a high-concurrency network environment, the attack surface extension and security
vulnerabilities are growing explosively

High concurrency has become a typical feature of the operation of big data systems, especially in
scenarios such as e-commerce promotions, online video live broadcasts, and social network pushes.
The number of immediate concurrent connections can reach millions, and the system needs to have
extremely high throughput and rapid response capabilities. However, during the high-concurrency
operation of the system, system components often expose more ports and use more middleware, and
the attack surface is correspondingly expanded. In high-concurrency Web services, attackers can
use thread saturation and connection accumulation to implement Slowloris -type denial of service
attacks; in the microservice architecture model, the API calls between various service components
are frequent, resulting in an identity hijacking that may be horizontally extended to the entire
service group. The sharp increase in vulnerabilities shows an automated tendency. Attackers use
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vulnerability mining tools to batch scan open source components, cloud configurations, container
images, etc., and then quickly deploy attack scripts, shortening the “zero-day attack™ outbreak cycle
from a monthly time span to a day or even an hour. High concurrency adds additional pressure to
the analysis of the operation and maintenance system, requiring real-time archiving and processing
of massive security logs, which puts more stringent requirements on the existing security
architecture.

3. Network Security Vulnerability and Threat Model Assessment

3.1. Analyze the vulnerabilities of network protocols and architecture security

A series of standard protocols are used to build computer network systems. Many protocols such
as TCP/IP, DNS, and HTTP do not take security into full consideration when designing, and have
inherent vulnerabilities. The TCP protocol does not have an authentication mechanism, which can
be easily exploited to carry out SYN Flood attacks; the DNS protocol has cache poisoning and
rebinding vulnerabilities, and attackers can hijack traffic to carry out phishing scams. Although
application layer protocols such as HTTP/2 enhance transmission efficiency, the multiplexing
feature increases the complexity of attacks. Multi-tenant architecture and virtualization technology
are widely used in cloud computing environments. If the isolation of resources of different tenants
is not done well, it will lead to "side channel attacks" and "cross-tenant data leakage". The
configuration and management layers show security vulnerabilities. Problems such as open ports
without access control, weak password settings for credentials, and delayed third-party library
version updates have repeatedly appeared, becoming the preferred breakthrough point for attackers
to carry out sabotage.

3.2. Evolution of mainstream attack patterns (such as APT, DDoS, data injection) and attack
path modeling

The means of network attacks are gradually showing a trend of "combination, concealment, and
intelligence”, especially the APT (Advanced Persistent Threat) attacks. APT attacks generally go
through multiple stages, involving target reconnaissance activities, vulnerability exploitation,
malicious backdoor implantation, maintaining authority control, stealing data, and clearing clues. Its
attack path presents a chain structure, showing strong concealment and a long duration. According
to statistics made by FireEye, the average duration of APT attacks is 271 days before they are
detected. DDoS attacks have changed from traditional traffic flooding methods to precise strikes at
the application layer, using means of simulating normal user requests to cover up the intention of
the attack. Threshold strategies are difficult to achieve identification purposes. Although
technologies such as SQL injection and XSS attacks are mature, they still exist in large numbers in
API interfaces and micro-frontend architectures. By building attack path graphs (Attack Graph) and
attack tree (Attack Tree) models, security experts can analyze the evolutionary trajectories and
propagation chains of different attack methods and provide decision-making basis for deploying
defense mechanisms.

Table 1 outlines the prevalence and detection rates of key attack types. APTs are hardest to
detect with the longest duration, posing serious threats to sensitive sectors. DDoS attacks are
frequent but easier to detect. This emphasizes the need for diversified detection strategies aligned
with specific risk profiles across industries.
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Table 1: Risk Distribution of Network Attacks by Type (2023 Global Sample)

Attack Type Frequency (%) Avg. Duration | Detection Rate Typical Target
(days) (%) Sectors
APT 22.4 271 41.3 Government, Finance
DDoS 34.1 2.4 78.9 Telecom, Retail
SQL Injection 14.6 7.2 66.4 E-commerce, SaaS
Credential 18.9 55 54.7 Banking, Online
Stuffing Services
XSS 10 3.1 61.2 Media, Education

3.3. Cluster analysis of security incident big data and identification of behavioral
characteristics

Based on the background of big data, the traditional security defense system relying on feature
libraries cannot cover new threat situations. It is necessary to implement large-scale event analysis
and behavior recognition with the help of security logs, user behavior, traffic data, etc. Clustering
algorithms such as K-means and DBSCAN are widely used in security event pattern extraction, and
can identify abnormal behaviors in unlabeled data; deep learning models such as Autoencoder and
LSTM can identify latent attack features in complex time series. Using the attention mechanism,
LSTM can model the SSH login behavior sequence and pre-identify the combined attack of "brute
force cracking and lateral movement”. The MITRE ATT&CK framework also builds a standardized
classification system for threat behaviors, which is convenient for mapping events to known attack
paths. By building a multi-source data aggregation platform and integrating behavioral analysis and
graph model technology, the network security system can achieve real-time situational awareness
and response decisions, providing technical support for intelligent defense.

4. Protection strategy and technical path design

4. 1. Intrusion detection and dynamic response system with artificial intelligence

With the rapid evolution of attack technology, traditional intrusion detection systems (IDS)
based on rules and signatures are no longer able to effectively identify new threats. In particular, the
related methods of machine learning and deep learning have paved a self-learning and adaptive
technical implementation path for network security protection. To build an intrusion detection
platform with the help of Al, we must first mine high-dimensional features from massive logs,
communication traffic, and user behavior data, such as the frequency of connections, the
distribution of packet lengths, and the duration of session duration. Then, we can use supervised
learning algorithms (such as random forests and support vector machines SVM) to complete the
classification of known attacks, and we can also use unsupervised algorithms (such as isolation
forests and PCA dimensionality reduction) to identify unknown anomalies. In the field of deep
learning, convolutional neural networks (CNNSs) can realize the recognition of spatial features in
traffic patterns, and recurrent neural networks (RNNs) are suitable for modeling behavioral
evolution in time series. Taking the CICIDS2017 data set as an example, with the help of improved
LSTM model training, the intrusion identification accuracy can exceed 97%. As an important
component of intelligent defense, there is a dynamic response mechanism, which involves real-time
blocking of malicious IPs, changing access policies, switching mirror servers and other response
actions. It often needs to be integrated with the SOAR (Security Orchestration Automation and
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Response) platform to realize an automatic closed-loop processing system for security incidents.
With the continuous updating and training of the model, the system will gradually evolve into an
intelligent entity with threat prediction and early warning capabilities, effectively improving the
level of active network security defense.

Table 2: Detection Accuracy of Al-Based Intrusion Detection Models

Model Type Accuracy (%) Precision (%) Recall (%) F1 Score (%)
Traditional IDS 84.5 82.1 79.4 80.7
Random Forest 91.2 89.7 90.1 89.9

CNN 93.4 91.6 94.2 92.9
Improved LSTM 97.1 96.5 97.8 97.1

Table 2 shows that deep learning models, especially LSTM, significantly outperform traditional
intrusion detection systems. The improved LSTM model achieves 97.1% accuracy and the highest
F1 score, indicating strong performance in recognizing complex threats.

4.2. Situational awareness and risk prediction models driven by multi-dimensional data fusion

Situational awareness technology plays a key supporting role in achieving network security
visualization, dynamic decision-making and collaborative defense. The key point is to integrate,
analyze and predict threat information from different data sources to achieve a comprehensive
understanding of the overall network security situation. Modern situational awareness systems
integrate the following three types of data: host and terminal logs, network traffic and port activities,
and user operations and identity dynamics. Using multi-source data fusion methods, such as data
warehouses, data lakes and message middleware, the system can uniformly schedule and pre-
process data of different dimensions. In the analysis and operation stage, Bayesian networks,
Markov chains, graph neural networks ( GNN) and other methods are often used to build security
situation evolution models to predict possible attacks in the future. It can combine abnormal user
behavior (such as frequent cross-system logins) and traffic anomalies (such as the situation where a
specific port is continuously accessed) to jointly assess whether there is a risk of penetration in the
intranet. If it is further associated with CTI (cyber threat intelligence) data sources, such as
VirusTotal , AlienVault, and MITRE ATT&CK, the model's ability to identify new threats can be
enhanced. Generally, situational awareness platforms will display security risk maps together with
visualization dashboards (such as ELK Stack, Splunk, etc.), supporting managers to make quick
decisions in complex network scenarios. By using time series prediction technology, the system can
identify changes in network pressure in advance and deploy resources in advance to prevent sudden
attacks.

4.3. Application of blockchain and trusted computing in data tamper prevention and
traceability

In the multi-party collaborative network architecture enabled by big data, important issues focus
on data integrity and source credibility. Blockchain technology, with its decentralized, tamper-proof
and traceable characteristics, provides technical support for solving data tampering, audit
vulnerabilities, trust transfer and other difficulties. In network security-related scenarios, blockchain
can play a role in recording key operation logs (such as permission changes, sensitive data access),
identity authentication behaviors and cross-system data transmission records, ensuring that
behaviors can be audited and data can be tracked. Government data sharing and the transmission of
cases between medical institutions can use the alliance chain architecture to set access rights and
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time rules using smart contracts to effectively avoid data from being abused and illegally called. In
enterprise-level networks, the application of frameworks such as Hyperledger Fabric and Quorum
has been very mature. Trusted computing technology (Trusted Computing) is achieved by
deploying a trusted execution environment (TEE) in the terminal or server, such as Intel SGX and
ARM TrustZone , which can realize the encryption of sensitive data and the isolation of code to
prevent the system from being implanted with malicious modules. Combining blockchain with TEE
can further improve the security level of the data processing process and ensure that data remains
trustworthy throughout the entire process from generation to transmission to application. Current
research has proposed a "trusted edge node + chain logging™ architecture to achieve distributed
security authentication and data responsibility traceability in an edge computing environment,
showing good application potential.

5. Conclusion and future research directions

5.1. Summary of the main findings and contributions of this study

This paper is themed "Computer Network Information Security and Protection under the
Background of Big Data", deeply analyzes the significant impact of the big data environment on the
network security landscape, clearly points out the key challenges such as the diversity of data
sources, the difficulty of unstructured information management, and the increase of attack surface
under high-concurrency architecture. Based on the in-depth analysis of network protocols and
system structure vulnerabilities, an attack path modeling framework covering mainstream threats
such as APT and DDoS has been established. In addition, a new protection strategy integrating
artificial intelligence, situational awareness and blockchain has been introduced by relying on the
big data clustering and behavior analysis of security events. The research results show that the use
of multiple technologies such as Al models, visual monitoring, and trusted hardware environments
can effectively enhance the security perception and response capabilities of network systems, and
provide a theoretical basis and technical guidance for building a dynamic, intelligent, and adaptive
security system. This paper also proposes an operational model framework and deployment method,
which has certain engineering practice and expansion significance.

5.2. Limitations and applicability of the current study

Even though this article has systematically discussed the strategy design and technical path, there
are still certain limitations. In the scope of attack modeling, some analysis is still carried out with
the help of historical data and existing cases, and the ability to identify unknown zero-day
vulnerabilities and complex combination attacks is weak; when the Al model is actually deployed,
the model is easily troubled by problems such as data noise and sample imbalance, especially in the
scenario of small samples, it is easy to have false positives and false negatives. Although the
introduction of blockchain and TEE has improved the data security level, its computing cost and
system complexity should not be underestimated. For industrial control systems with high real-time
requirements, the implementation and deployment are not easy. The strategy proposed in this article
is more suitable for cloud data centers, government platforms, financial platforms and other
scenarios with strong data integrity and audit requirements. For systems with limited resources and
extremely high real-time requirements, adaptive adjustments are still needed.
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5.3. Outlook on future research trends and technological development directions

In the future, network security research will continue to move forward in the direction of "zero
trust architecture, active defense, and trusted collaboration™. The zero trust concept highlights
"distrust of all internal and external requests”. It is necessary to build a refined authorization model
from the three levels of identity authentication, access control, and behavior assessment, and
combine the dynamic trust assessment algorithm with the behavior baseline analysis to achieve
continuous authentication. With the advancement of quantum computing, traditional encryption
algorithms are facing the potential crisis of failure. Research on quantum-resistant encryption
algorithms such as lattice encryption and hash encryption has become a new topic. From the
perspective of privacy protection, the mainstream will be replaced by technologies such as federated
learning, verifiable computing, and multi-party secure computing, achieving a new privacy
protection model of "data available but invisible™. "Security as a Service" should be guided towards
platform development, and a simple and modular network security service system for small and
medium-sized enterprises should be built. The future network security ecosystem will present a
comprehensive situation of "cloud-edge-end collaborative operation, two-pronged approach of
algorithms and rules, and intelligent development of attack and defense games”, requiring
researchers and enterprises to reach a higher level in technology integration and system thinking
ability.
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