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Abstract: High-frequency trading systems impose requirements on message middleware,
including sub-microsecond software overhead, strict sequential semantics, extremely low
tail latency, and predictable jitter control. Traditional middleware based on kernel sockets
or general message queues typically incurs overhead such as user-space-kernel copying,
protocol stack traversal, and interrupt/context switching, making it difficult to maintain
stable latency under extreme market fluctuations. To address this issue, this paper proposes
a zero-copy message middleware architecture based on RDMA for high-frequency trading
scenarios: On the data plane, a pre-registered memory pool, a single-producer, single-
consumer ring descriptor, two-level batch processing, and lock-free completion queues are
employed; on the control plane, lightweight connection management, credit backhaul,
priority channels, and fast failover mechanisms are introduced; and on the message
semantic layer, bounded sequential submission, retransmission window constraints, and
bypass replication of matching events are implemented. Combining RDMA research
findings from the past three years with publicly available experimental data, a latency
model, a zero-copy benefit model, and a service capability constraint model are
constructed, and performance analysis for multiple scenarios is presented. Research shows
that the coordinated optimization of zero-copy and kernel bypass can significantly reduce
CPU usage and tail latency; through the coordinated tuning of message granularity, queue
depth, and batch processing threshold, throughput stability can be improved while
maintaining sequential semantics. This paper's design provides an engineeringable
middleware implementation approach for high-frequency trading message buses, market
data distribution, and risk control linkage.

1 Introduction

In high-frequency trading environments, the transmission of market data, order placement, risk
control review, and reward delivery before and after matching all rely on low-latency messaging
systems to achieve end-to-end collaboration. Because market price discovery is highly spontaneous,
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correlated, and time-sensitive, message brokers must not only minimize average latency but also
keep the 99th and 99.9th percentile latency controllable. Especially in scenarios like pre-market
auctions, macroeconomic data releases, and cross-market linkages, any additional copying, kernel
scheduling delays, or queue congestion in the message path will lengthen order queuing times and
reduce strategy profitability.

In the past three years, research on RDMA high-performance communication, software
programmable control, connection management and other related technologies has been deepening,
and the academic and industrial communities have been conducting related research. Flor believes
that on the basis of retaining the hardware of the RDMA data plane, a part of the control plane
should be put into software to adapt to heterogeneous RNICs and lossy Ethernet networks[1];
SRDMA analyzed the insufficient RDMA resources under the condition of massive connections in
terms of scheduling[2]; Harmonic and PeRF started from the two aspects of isolation and
preemption, and tried to improve the availability and stability of RDMA in public cloud and multi-
tenant environments[3-4]. Zero-sided RDMA, SwCC, White-Boxing RDMA and UCM and other
works have shown from a higher level that RDMA is no longer a low-level remote access, but a
new infrastructure that supports message passing, software control, connection orchestration and
maintainability design[5,7-9].

However, most existing research focuses on general cloud computing, databases, or training
clusters, rarely addressing the mid-level system design from a middleware perspective to address
the combined constraints of “extremely short messages + high-frequency bursts + strict ordering +
fault-tolerant bypassing” in high-frequency trading. Messages in high-frequency trading typically
exhibit characteristics such as small message bodies, long synchronization links, tight timeframes,
and high packet loss costs. Directly using a general RDMA framework can easily generate new tail-
latency hotspots in connection establishment, memory registration, queue polling, and message
processing control. Therefore, it is necessary to re-examine the high-frequency trading message
chain, re-evaluate the architectural boundaries of RDMA zero-copy middleware, and develop a
consistency ordering guarantee mechanism that conforms to transaction semantics.

Against this backdrop, this paper proposes a design scheme for a zero-copy message middleware
based on RDMA, specifically for high-frequency trading, and demonstrates its effectiveness from
three aspects: architecture, algorithm, and performance model. The research objectives are to
establish a low-jitter, scalable data path, reduce the cost of user-space message assembly and
copying, ensure orderly data transmission according to the needs of matching services, provide
adaptable sequencing, retry, and bypass replication mechanisms, and offer methods for parameter
tuning and suggestions for engineering implementation. The paper is organized in the following
order: introduction, analysis of the current research status, problem statement, problem-solving or
strategy, and conclusion.

2. Current Status Analysis of the Research Topic

The development of RDMA technology and the reshaping of middleware value. RDMA puts the
functions involved in data transmission, such as message segmentation, DMA read and write, and
reliable transmission, into RNIC, allowing applications to bypass the kernel protocol stack and
directly operate on remote memory, which greatly reduces software overhead. Compared with
traditional TCP sockets, RDMA has advantages such as zero copy, kernel bypass, low CPU usage,
and more stable round-trip latency, so it is widely used in distributed storage, memory databases,
training clusters, and RPC in data centers [1][6]. The buffering, forwarding and copying work that
was originally done by the broker and kernel network stack in the message middleware can now be
implemented in a lightweight way using pre-registered memory, descriptors and remote notification,
which greatly reduces the path that messages take.
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Transform the general RDMA framework into software programmable control. Due to the
increase in network speed and the complexity of load patterns, congestion control and connection
management that are fixed in the hardware can no longer adapt to the development and changes of
services. SWCC shows that after adding a programmable control core on the NIC side, software-
defined congestion control can be achieved in about 3.1 microsecond control loop time [7]; White-
Boxing RDMA further proposes to perform packet-granular software control on hardware
transmission, so that the software can obtain more fine-grained observability and schedulability [8].
The progress of high-frequency trading is that message middleware no longer relies entirely on the
behavior of black-box RNIC, and adopts strategies that are more like transaction traffic in places
such as credit feedback, flow control threshold, and abnormal backoff.

Issues related to quality, reliability and large-scale deployment. Although high-frequency trading
systems are generally deployed on controllable private networks or low-latency networks in the
same data center, the establishment of connections and reliable transmission remain major issues in
situations such as disaster recovery, cross-engine synchronization, and multi-node risk control
linkage. UCM research points out that the maintainability of user-space RDMA connection
establishment mechanisms is just as important as connection latency [9]; Mitigating Scalability
Walls of RDMA-based Container Networks reveals the implicit bottlenecks brought about by QP,
CQ and address mapping under scale expansion [10]. In addition, SDR-RDMA and others have
shown that in situations with greater distances or more complex faults, traditional selective
retransmission strategies are no longer sufficient and more flexible software-defined reliability
expansion is required.

Existing solutions lack adaptability for high-frequency trading. Most research focuses on large
message transmission or multi-tenant fairness in cloud environments. For high-frequency trading,
the emphasis is on nanosecond or microsecond-level processing methods for short messages
ranging from a few hundred to a few thousand characters. Secondly, general-purpose systems
typically prioritize throughput, but high-frequency trading is also constrained by queue jitter,
sequential submission, and abnormal bypass replication. Thirdly, existing literature on the complex
chain of "market data — strategy — order placement — risk control — reward" lacks a unified
abstract form and cannot directly answer how message middleware collaborates with the trading
matching engine under strict business timing. Therefore, there is still considerable room for system
design in the research of RDMA zero-copy middleware for high-frequency trading.

3. Raise questions

Based on the preceding research and business needs, the problems existing in high-frequency
trading scenarios can be summarized into four layers.

One issue is the excessively long data path. If a message enters the kernel from the application
buffer, is copied to the NIC via the network stack, and then sent to the host by the NIC, this results
in multiple memory copies of the message and multiple cache loss events. In short-message-
dominated order and reward streams, the copying cost is not reduced by larger messages; instead, it
becomes a major component of the overall latency.

Second, latency stability is poor. High-frequency trading focuses on tail distribution, not simply
calculating the average. Even if the average latency is already very low, the lack of effective control
over memory registration, completion notification, queue congestion, batch threshold selection, and
retry logic can still cause significant fluctuations in p99 latency, thus affecting the preemptiveness
of the strategy.

Third, sequential semantics and reliability cannot be satisfied simultaneously. There are causal
relationships between messages in a trading system. Messages such as market snapshots,
incremental updates, order confirmations, and transaction reports must be sent in a certain order.
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However, traditional high-throughput middleware generally uses asynchronous batching, unordered
write-back, or eventual consistency to improve throughput, which contradicts the semantics of
trading.

Fourthly, the engineering maintenance is quite complex. RDMA development involves dealing
with low-level details such as QP, CQ, MR, doorbell, and completion polling. If the middleware
lacks a clear abstraction layer, then system iteration will inevitably rely on low-level network
experts, which is not conducive to the reuse of trading strategies, risk control modules, and market
data services.

Therefore, the core issue of this paper is how to design a high-performance middleware that can
fully utilize the advantages of RDMA zero-copy and kernel bypass to meet the requirements of
high-frequency transaction short messages, strict ordering, low jitter, and easy maintenance, and to
provide specific performance optimization methods.

4. Problem Solving/Strategies

Overall Architecture Design. The middleware proposed in this paper is built using a three-layer
structure: lightweight control plane, extremely simplified data plane, and transactional semantic
layer. The data plane uses a pre-registered memory pool and a circular descriptor array to organize
messages. The sender only writes the descriptor and payload address; the RNIC uses DMA to
directly complete remote writes; and the receiver uses polling to perform uninterrupted packet
reception by checking queues and local sequence numbers. The control plane implements
connection establishment, buffer leases, credit feedback, heartbeats, and failover. The semantic
layer provides abstractions such as Topic, Channel, Ordered Stream, Fast Ack, and Replay Cursor,
allowing transaction services to use the middleware without exposing the details of the underlying
verbs.

Teze = Lpost + Lama + Lnic
+ Lnet + Lpoll (1)

Equation (1) specifies the components that make up the end-to-end latency of a single message.
This represents the overhead caused by the application request submission, the local DMA transfer
time, the time taken for the RNIC to process the message, the delay in propagation to network
nodes and exchange, and the time required for the receiving end to complete polling and
acknowledgment. The optimization focus of high-frequency trading is to simultaneously reduce the
values of each mean and their variance.

G(S) =S Aeopy

- (ﬁreg + .Bdesc (2)
+ ,Bpoll)

Equation (2) is the benefit model of zero-copy compared to the traditional copy path. The values
are: message length s, unit byte copy cost o._copy, memory registration amortization cost _reg,
descriptor maintenance overhead P _desc, and increased control overhead due to polling B poll.
When G(s) > 0, the zero-copy path is generally better. For short transaction messages, memory pool
reuse and pre-registration should be used to reduce _reg.

1 < mi (Bnic Qd )
S min

—
N TS TV

3)

Equation (3) provides the constraint on message arrival rate during stable system operation.
Here, B nic is the effective bandwidth of the network interface card, § is the average message size,
Q_d is the available queue depth, and T_srv is the average service time per message. This equation
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illustrates that even with sufficient link bandwidth, poor queue depth control or increased service
latency can lead to queue backlog.

N reorder

Porger =1—
order Ntotal (4)

Equation (4) gives the order retention rate metric. N_reorder represents the number of out-of-
order messages detected, and N_total represents the total number of messages. The goal of the high-
frequency trading chain is not to eliminate all out-of-order messages in all cases, but to limit the
unrecoverable range of out-of-order messages within a certain time frame, and ultimately ensure the
consistency of the visible order of the application.

] = Wle99 +w; Ucpu + W3Rpss
+ W4(1 - Porder) (5)

Equation (5) establishes the comprehensive objective function for parameter tuning. L_p99
represents the 99th percentile delay, U_cpu represents CPU usage, R_loss represents the loss or
retransmission ratio, P_order represents the order retention rate, and w_i is the service weight. By
adjusting the batch processing threshold, polling frequency, credit window, and standby QP
switching threshold, the optimal solution in terms of delay, throughput, and reliability can be
obtained.

Zero-copy data plane. To avoid frequent memory registration and release, the sender allocates a
fixed-size message slot pool to each logical channel. The message body and metadata are registered
as memory regions during initialization, and only the slot index is used during operation. For short
messages of 64B-512B, inline descriptors and a compact payload layout are used to reduce cache
line spanning; for larger messages, descriptors are used to store the offset and length, and remote
writing is performed directly by the RNIC. The receiver uses a double-buffered reclamation
mechanism to implement the function of only reclamping slots without data migration after the
consumer thread completes its business, making the software path a simple process of writing
descriptors, doorbell, polling completion, and index reclamation.

Providing an ordered submission mechanism for high-frequency trading. Since market data and
order tracking are highly sensitive to order, this paper avoids a completely out-of-order approach.
Instead, each channel stores a monotonically increasing sequence number and a submission
threshold. The receiving end only allows out-of-order frames arriving within the window, but only
sends frames to the upper layer if there are no missing frames to fill the gap and the backoff amount
is excessive. To prevent duplicate visibility due to retransmissions, the system uses a message
sequence number composed of a sequence number, channel number, and round number to identify
messages, and performs idempotency checks during the submission phase.

Control plane and reliability design. The control plane does not carry large data flow, but only
performs credit backhaul, queue level notification, fault detection and backup chain activation.
Referring to Flor's software control path idea [1], this paper retains retry, credit adjustment and
congestion backoff at the software level and automatically adjusts the strategy according to the
trading period. The actual data transmission and acquisition are still completed by hardware, thus
avoiding the control logic from entering the main data transmission channel. For the dual-machine
hot standby requirement in high-frequency trading, each important channel additionally reserves a
backup QP. When the main QP experiences continuous completion timeouts or credit stagnation,
the control plane performs a fast switch and immediately submits the level.

Engineering Implementation Recommendations. First, replace interrupts with busy polling to
achieve lower jitter. Second, bind the sending thread, polling thread, and transaction core thread to
NUMA to reduce cross-core migration. Third, separate control messages and data messages into
different channels to avoid short control messages being blocked by large packets. Fourth, complete
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connection warm-up and page locking before market opening to eliminate the cold start overhead of
the first packet. Fifth, set different batch processing thresholds according to different trading
periods; moderately merge batches during stable periods to improve efficiency, and lower the
threshold during volatile periods to prioritize tail latency.
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Figure 1 is a comparison of throughput fluctuations for various RDMA protocols in a cross-Pod
scenario, drawn based on results published by Flor.

Figure 1 is a plot based on the experimental trends published in the Flor paper, with the
horizontal axis representing time and the vertical axis representing throughput. All text in the figure
is in English. As shown in Figure 3.3, under cross-pod conditions with lossy link disturbances, the
throughput fluctuations between pods in traditional XRDMA are relatively large and unstable,
exhibiting strong spatial inhomogeneity and jitter. However, the curves at both ends of the FLOR-
type software control enhancement scheme are smoother, indicating that after the control plane
perceives heterogeneous links and congestion feedback, the system stability is better guaranteed.
For high-frequency trading, this result shows that without adjustable control plane support, zero-
copy data planes will still suffer from tail latency instability under extreme market conditions.

Table 1 Different Middlewares Path and Characteristic

Path Type Copies | Kernel Bypass | Ordering Scope | Tail-latency risk | HET Suitability
TCP Broker 2-3 No Broker-level High Low
Generic RDMA Verbs 0-1 Yes Transport-level Medium Medium
Proposed RDMA ZC-MW 0 Yes Channel-level Low High

Table 1 compares three typical paths in five aspects: number of copies, kernel bypass capability,
scope of sequence control, tail latency risk, and adaptability to high-frequency trading. While
traditional TCP brokers are relatively mature, their multiple copies and kernel involvement make
them more suitable for general asynchronous services. General RDMA verbs already possess low
overhead characteristics, but their sequence and business semantics still require custom
encapsulation. The zero-copy message middleware proposed in this paper provides sequential
commit and control plane governance at the channel level, thus better meeting the dual
requirements of low jitter and business determinism in high-frequency trading.
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Figure 2 shows the redrawn graph of SwWCC public results comparing throughput for different
message lengths under different implementation methods.

Figure 2 is a reconstruction of the graphical data published in the SwCC paper, with the
horizontal axis representing message length and the vertical axis representing throughput. The
results show that as message size increases, the throughput of the hardware path or the hardware-
software co-processing path quickly reaches line speed, while the pure software Soft-RoCE path
grows slowly, especially for small message intervals. This issue is crucial for high-frequency
trading because, when short messages dominate, any additional software processing step increases
fixed overhead, thus eroding the data transmission profits that should belong to the RNIC.
Therefore, middleware design should move business-irrelevant parts and protocol processing parts
off the critical path as much as possible.

Table 2 Suggested tuning parameters for HFT-oriented RDMA middleware

Parameter Lov;;e\g:g;ility Burst Session Purpose Expected Effect
Batch Threshold 8-16 msgs 1-4 msgs Bound queueing delay Lower p99 latency
Credit Window 64-128 32-64 Avoid sender overshoot Reduce ;Tigiii:ro-burst
Polling Interval Tight spin Aggi;)ei?]sive Minimizjeit(t:é)rmpletion Stable response time

B?ﬁ;gﬁp 3 timeouts 1-2 timeouts Fast failover Higher availability

Table 2 provides parameter tuning recommendations for high-frequency trading. As shown in
Figures 4-5, the configuration focus differs between stable and bursty periods. During stable periods,
moderate batch processing can improve resource utilization, but care must be taken to avoid
queuing latency accumulation. Parameter configuration is not aimed at increasing throughput; its
purpose is to reduce tail latency, maintain sequentiality, and improve fault recovery capabilities.
This is also a key difference between transactional middleware and general-purpose messaging
systems.
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5. Conclusion

This paper focuses on the design of a zero-copy message middleware based on RDMA for high-
frequency trading scenarios. Building upon recent research on RDMA control programmability,
connection management, reliability enhancement, and large-scale deployment, and considering the
characteristics of high-frequency trading, a middleware architecture that can be implemented in an
engineering context is proposed. The researchers believe that a truly suitable RDMA message
middleware for high-frequency trading is not simply a verbs interface call, but rather one that
reconstructs channel-level sequential semantics, fine-grained credit control, fast failover, and
adaptive parameter tuning on the zero-copy data plane.

Methodologically, pre-registered memory pools, lock-free descriptor rings, busy polling
completion queues, and control/data separation channels together form a prototype for reducing
fixed overhead. From a business semantics perspective, bounded window reordering and sequential
commit watermark mechanisms enable the system to maintain both hardware parallelism and
transaction consistency. From an operational perspective, connection preheating, NUMA binding,
backup QPs, and time-sharing parameter templates enhance the maintainability of the system in
actual production environments.

Future research can explore three aspects: first, reducing CPU noise by offloading deeper control
planes onto SmartNICs or DPUs; second, designing differentiated schedulers for three different
types of traffic—market data, order placement, and risk control—to achieve different cross-link
latency coordination goals; and third, using real transaction replay data to conduct more refined tail
latency tests and anomaly injection experiments to verify the stability of the middleware under
extreme market volatility. Based on RDMA zero-copy message middleware, a high-performance
and deterministic communication infrastructure can be provided to high-frequency trading systems.
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