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Abstract: In an era of expanding cross-domain data flow, algorithm-driven decision-
making, and intelligent services, traditional data security solutions based on boundary
protection and static authorization are no longer adequate for the governance needs of the
big data era. This article, based on a review of international and industry research reports
from recent years, analyzes the increasing cost of data breaches, stricter privacy
regulations, the development of privacy-enhancing technologies, and the risks of
secondary inference brought about by artificial intelligence. Research indicates that the
main contradictions in data security and privacy protection currently lie in the conflict
between releasing data value and the principle of minimum necessity, the conflict between
the cost of privacy computing and business real-time requirements, and the imbalance
between the black box nature of algorithms and accountability. Therefore, this paper
proposes a comprehensive strategy system that combines classification and grading, zero-
trust access, differential privacy, and federated learning, supported by a trusted execution
environment, establishing complete on-chain auditing, and scoring governance capabilities.
This research can provide a reference for government agencies, healthcare institutions,
financial institutions, and platform enterprises to create data governance systems that
balance security, compliance, and business value.

1 Introduction

In the era of big data, data activities have shifted from internal institutional processing to
continuous flow across clouds, platforms, regions, and entities. Data has transformed from a static
resource supporting business processes into a production factor in various fields such as precision
marketing, risk identification, urban governance, medical decision support, and intelligent
manufacturing. As data scale, connection density, and processing frequency increase, security
boundaries become increasingly blurred, and privacy breaches and compliance violations can have
cascading effects.

According to IBM’s cost report released in 2025, the global average cost of a data breach is
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around US$4.44 million. Although it has decreased, the risk exposure of ungoverned Al systems
and distributed environments has increased [1]. IBM’s research results in 2024 showed that the
global average cost of a breach reached US$4.88 million, a significant increase from the previous
year. This means that in the highly digitalized stage, the cost of security has not decreased naturally
due to the popularization of technology [2]. IBM’s report in 2023 pushed the average cost of a
breach to a record high of US$4.45 million, and data breaches have changed from accidental
security incidents to ongoing business risks [3].

From an organizational governance perspective, the Cisco 2025 Data Privacy Benchmark Study
shows that 90% of respondents believe local storage is more secure, 91% believe global service
providers are better at protecting data, and 96% believe that the benefits of privacy investment
outweigh the costs [4]. This requires enterprises to reach a higher standard in terms of data
localization, global collaboration, and compliance investment. The interaction between artificial
intelligence and data privacy is becoming increasingly complex. According to research, Al
technology will not only enhance the ability to collect and infer big data, but also reshape the
individual's perception of privacy control.

In this context, static access control, perimeter firewalls, or post-event compliance filing alone
are no longer sufficient to meet the requirements of a traceable, explainable, quantifiable, and
operable security system in the big data environment. This paper chooses the cross-domain data
circulation scenario as its starting point, discussing it in three parts: current situation analysis,
problem identification, and strategy construction. Based on incorporating the latest research results
in data governance, federated learning, differential privacy, and big data security, it establishes a
comprehensive management system that can both leverage data value and protect user privacy.

2. Current Status Analysis of the Research Topic

2.1 The cost of data breaches continues to rise, and security issues are transforming into
business issues.

International reports over the past three years have consistently shown that data security
incidents are no longer emergency issues that can be handled by a single technology department;
they have become systemic problems affecting brand reputation, customer trust, regulatory costs,
and operating cash flow. Especially in hybrid cloud, data platform, and API interconnection
scenarios, attackers can spread the virus from a single vulnerability to multiple business areas, thus
increasing both the scope of the breach and the cost of handling it.

In order to quantify the exposure of various data assets, risk assessment can be reduced to a
multi-indicator weighted approach.

R=X(wixx),i=1...n @)

In equation (1), R represents the comprehensive risk value of data assets, x; represents the
weights of indicators such as sensitivity level, scope of access, frequency of sharing, interface
exposure, and historical events, and w; represents the weights of each indicator. This equation
indicates that big data governance should not only consider the amount of data, but also the data
flow paths and usage scenarios.

If an organization can quantify risks and obtain comparable scores, it can prioritize security
budgets, audit frequency, and critical security data domains.

Figure 1 shows that as the scale of data breaches grows and rises, the global average cost of data
breaches also increases annually. When enterprises move towards cloudification, intelligentization,
and cross-domain collaboration, the losses caused by the increased attack surface do not completely
disappear. For big data platforms, reducing risks cannot rely solely on post-incident patching;
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instead, defenses should be strengthened through data classification, access control, interface
auditing, and Al governance.
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Figure 1. Global Average Data Breach Cost Statistics, 2023-2025
2.2 Data governance shifts from compliance-driven to value-driven

In recent years, data governance research has gradually shifted from "how to meet regulatory
requirements” to "how to leverage the value of data while ensuring security.” Bernardo et al.,
through a systematic review, argue that data governance has evolved from simple data quality
management into a comprehensive system encompassing responsibility allocation, metadata
management, process constraints, and audit loops. This means that the object of governance is no
longer just the data itself, but also the way data is generated, the rules for sharing it, and the chain of
responsibility.

In the context of big data, compliance is not an additional cost; it is a fundamental prerequisite
for ensuring business continuity and user trust. Especially when sharing data across domains, the
more frequent the data flow, the greater the compliance conflicts and privacy disputes will be if
there is a lack of definition regarding data ownership, purpose of use, retention period, and
boundaries of reuse.

2.3 Privacy-enhancing technologies are moving from single-point use to collaborative
deployment.

Privacy protection technology has gradually evolved from early anonymization and access
control to the current era of multiple technologies such as differential privacy, federated learning,
multi-party secure computation, and trusted execution environment. Mohammadi et al. believe that
although federated learning greatly reduces the need for the aggregation of original datasets, there
are still complex trade-offs between communication costs, model accuracy, convergence speed, and
privacy strength [7]. Hu et al. believe that federated learning is not inherently secure, and problems
such as model inversion, gradient leakage, and malicious client poisoning still exist [8].
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Therefore, current research trends no longer emphasize the "omnipotence™ of a single technology,
but rather place greater emphasis on scenario adaptability and the synergy between different
technologies. For risk control platforms that require real-time performance, minimum available
anonymization and hierarchical access control can be used; while for cross-institutional modeling
tasks, adding secure aggregation and differential privacy within a federated learning framework is
more appropriate.

Table 1DataL.ifecycle Risks ofcross-domain Scenarios

Stage Typical data Main risk Control focus
Collection Logs, IDs, GPS Over-collection Purpose binding
Storage Profiles, records Mass leakage Encryption at rest
Sharing APIs, files, models Unauthorized reuse Least privilege
Analysis Features, labels Re-identification PET integration
Archival Backups, snapshots Long-tail exposure Retention control

Based on the five stages of data collection, storage, sharing, analysis, and archiving, the main
risks in cross-domain scenarios are identified. It can be seen that these risks do not arise at a single
isolated node but exist throughout the entire data lifecycle. In the sharing and analysis stages,
unauthorized reuse and re-identification pose the highest risks; therefore, purpose binding, least
privilege, and privacy enhancement technologies should be incorporated into the process design
phase.

3. Raise questions
3.1 The exposure of data throughout its entire lifecycle continues to expand.

Big data platforms are characterized by a wide variety of sources, rapid flow, frequent
replication, and complex interfaces. During the processes of data collection, caching, cleaning,
labeling, sharing, modeling, and backup, a large number of copies, indexes, and derived features are
generated. If any link fails to control, it will cause a chain of leaks. This problem is more
pronounced in medical and highly sensitive data. Relevant system reviews show that as the value of
data use increases, the exposure also expands [9].

Therefore, even if the direct identifier is deleted, the combination of quasi-identifiers can still
lead to re-identification. To illustrate the degree of anonymity of a single record within an
equivalence class, it can be written in the following form:

k(q) = [E(q)], and k(q) = ko )

In equation (2), q is the quasi-identifier combination, E(q) is its equivalence class, and kO is the
minimum anonymity threshold value predetermined by the system. When the equivalence class size
is too small, attackers can easily use external data to associate and identify it.

However, for high-dimensional sparse data and multi-source fusion data, relying solely on k-
anonymity is no longer sufficient to resist attribute inference and background knowledge attacks,
and the shortcomings of traditional anonymization schemes in the big data environment are
becoming increasingly prominent.
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3.2 There is a structural conflict between sharing efficiency and the principle of minimum
necessity.

Cross-domain data flow aims to achieve the goals of "being able to share, knowing how to share,
and being traceable." However, business systems generally prioritize efficiency and availability,
leading to problems such as overly broad shared fields, excessively granted permissions, and
excessively long retention times. Although many organizations have established approval processes,
they have not made detailed restrictions on the boundaries of field-level, interface-level, and task-
level usage. Therefore, the principle of minimum necessity remains only at the level of policy
documents.

In a platform-based business environment, once data is accessed through APIs, SDKs, or model
services, its use cases often deviate from their original purpose, falling into a governance trap of
"one-time compliance authorization, continuous reuse." This is one of the major reasons for the
large number of complaints about data misuse and privacy violations.

3.3 The contradiction between the cost of privacy enhancement technologies and the real-time
nature of business operations is prominent.

Privacy-enhancing technologies can significantly improve protection levels, but they also incur
computational, communication, deployment, and governance costs. In particular, technologies like
federated learning, secure aggregation, and homomorphic encryption can easily lead to longer
training times, increased system resource consumption, and more difficult engineering
implementation in environments with numerous terminals and high concurrency. Without a layered
deployment strategy, big data platforms oscillate between high protection and high performance.

P(BIX) =1/ (1 + e™(Bo+ XBiX;)) (3)

Equation (3) treats data breaches as a conditional probability problem, where X represents
variables such as the number of high-risk interfaces, the proportion of unmasked fields, the number
of abnormal accesses, and the frequency of external sharing. This equation can be used for risk
warning and governance priority ranking.

If the leakage probability obtained by the model is consistently greater than the threshold, then
the scope of sharing should be reduced first, the authentication strength should be increased, and
then further auditing of the relevant chain should be carried out.

3.4 The application of artificial intelligence has exacerbated the challenges of privacy
inference and liability identification.

After the widespread use of large models, recommendation algorithms, and intelligent agents, the
risk of data privacy has changed from whether the original records are leaked to whether individual
characteristics can be inferred. Martin and Zimmerman believe that because Al changes the way
data is collected, processed, and output, the logic of privacy decisions is also changing [5]. This
means that even if the original data is not directly presented, the model's output can still infer a
person's privacy situation based on profiles, attributions, and related correlations.

Another scenario is that complex model chains can weaken the determination of responsibility. If
training data, fine-tuning data, knowledge bases, and external plugins all participate in decision-
making, organizations cannot determine whether a particular privacy violation was caused by data
input, rule settings, or model behavior.
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3.5 Fragmented organizational governance; technology and systems have not yet formed a
closed loop.

Many organizations have deployed security products and established privacy policies, approval
systems, and auditing procedures. However, there remains a lack of clear division of responsibilities
among departments: business departments prioritize efficiency, legal departments focus on
compliance boundaries, technical departments prioritize system stability, and data management
departments prioritize definitions and quality. The lack of unified metrics and a clear chain of
responsibility leads to a disconnect between systems, processes, technology, and auditing, hindering
the construction of a sustainable governance system.

4. Problem Solving/Strategies
4.1 Construct a dynamic risk governance system based on classification and grading

In the era of big data, how to solve security and privacy issues? First, we must establish a
governance system that emphasizes classification and grading, scenario identification, and dynamic
evaluation. Classification and grading cannot be a one-time event; they must be continuously
adjusted according to changes in business operations, sharing frequency, external exposure levels,
and compliance requirements. Highly sensitive data domains should implement a linkage
mechanism of field-level labeling, usage-level approval, and task-level authorization to ensure that
risks are visible, priorities are clearly defined, and the scope of dissemination is controlled.

Differential privacy is an important tool in dynamic governance. Its basic constraints can be
written as:

PrM(D)ES] < e¢ - PIIM(D")ES] + 8 (4)

In the formula, M is random, D and D’ are symmetric datasets differing by one record, and € and
O are privacy budget parameters. This means that adding or deleting any single record will not
change the distribution of the query results, thereby reducing the probability of an individual being
identified or inferred.

In practical use, the privacy budget can be divided into statistical release tasks, internal risk
control and operational tasks according to data sensitivity and business real-time requirements, so as
to ensure privacy while meeting legal requirements.

4.2 Establish a zero-trust access control and continuous authentication mechanism

To address the issues of excessive authorization, prolonged usage time, and distorted identity
information in cross-domain data sharing, the traditional credit model based on network boundaries
should be replaced with zero-trust access control based on identity, device, task, and environment.
Access authorization should not be limited to entering the system; instead, the criterion should be
whether access is necessary within the current task, terminal, time period, and field scope.

Therefore, an access control policy based on attributes can be created on the data gateway, taking
into account factors such as user responsibilities, data sensitivity, purpose of the call, terminal
health, and location, and linking them with log auditing, anomaly monitoring, and session
cancellation measures.

Figure 2 leads to the following conclusions regarding the current international consensus on
privacy governance: first, privacy regulations and investment are the foundation of trust; second,
there is a growing demand for data localization, while global service capabilities remain recognized;
and third, businesses generally believe that privacy governance yields positive benefits. From this,
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we can conclude that data security and privacy protection are not obstacles to data flow, but rather
the foundation and conditions for improving the quality of data flow.
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Figure 2. Statistical chart of survey results for key indicators of privacy governance

4.3 Achieving Collaborative Protection through Federated Learning, Trusted Execution
Environment, and Security Aggregation

For complex scenarios such as cross-institutional joint modeling, regional collaborative analysis,
and industry-wide joint risk control, simply centralizing data collection is insufficient. A combined
structure of federated learning, secure aggregation, and a trusted execution environment can be
adopted: raw data is stored locally, parameter updates are uploaded via secure aggregation, and
critical computations are performed in a secure execution environment. This reduces the risk of
direct data leakage and alleviates the compliance pressure that centralized storage places on data
collection.

However, collaborative protection cannot only consider the strength of privacy protection; it
must also consider its impact on model accuracy, communication latency, and operational costs.
Therefore, the governance objective can be expressed as:

U=0A+BC+yl-AT-uM 5)

In equation (5), U represents the overall governance effect, A represents availability, C
represents compliance, | represents the benefits of integrity and credibility, T represents the delay
cost, and M represents the operation and maintenance cost. By adjusting the parameters, more
suitable protection methods can be used in various application scenarios such as government affairs,
healthcare, and finance.

This theory suggests that an excellent privacy protection solution is not simply about increasing
the strength of protection, but about finding the optimal solution that can be verified and explained
among the four factors of security, compliance, performance, and cost.
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Table 2 Comparison of privacy-enhancing technologies

Technology Privacy strength =~ Performance cost Best-fit scenario Maturity
Masking Medium Low Reporting High
Differential privacy High Medium Statistics release High
Federated learning High Medium-High Joint modeling Medium
Secure aggregation High Medium Cross-site training Medium
Trusted execution High Medium-High Sensitive computing = Medium

Table 2 presents the protection strength, performance cost, and applicable scenarios of several
common privacy enhancement techniques. It can be observed that there is no single optimal
solution for all business needs. Anonymization and masking are suitable for low-cost deployments,
differential privacy is suitable for statistical disclosures, federated learning is suitable for cross-
institutional joint modeling, and trusted execution environments are suitable for hardware-level
isolation of sensitive computing links.

4.4 Supporting accountability tracking and compliance orchestration with end-to-end
auditing

In data security governance, the real challenge is not preventing a single attack, but defining
boundaries beforehand, identifying deviations during an attack, and assigning responsibility
afterward. Therefore, it's crucial to establish a comprehensive auditing system encompassing data
request, field approval, API calls, model training, and result output. Audit logs should not only
record who accessed which data, but also the purpose of using that data, the algorithms used, and
the resulting constraints.

For high-risk tasks, an automated compliance orchestration approach can be adopted. The
retention period, purpose binding, desensitization rules, cross-border conditions, and deletion
policies can be written into the process engine in the system. The system requirements will
automatically affect the technical execution layer, reducing the gap between manual approval and
actual use.

4.5 Promoting the shift of governance maturity from project-based governance to operation-
based governance

In the long run, data security and privacy protection cannot rely on one-off rectifications, but
should be developed into a sustainable operational capability. Organizations should create a
comprehensive governance model from the perspectives of systems, technology, processes,
personnel, auditing, and value assessment, and advance governance in stages. The initial stage
addresses the issue of existence, the intermediate stage addresses the issue of accuracy, and the
advanced stage addresses the issue of stability.

Table 3 presents a governance maturity roadmap. Its key point is that organizations should not
view security governance as an isolated project acceptance process, but rather as a continuous
operation. Only by establishing a closed-loop system for data security and privacy, encompassing
classification and grading, process approval, technical control, audit trails, and value evaluation, can
data flow effectively support new business innovations.
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Table 3 Governance maturity roadmap

Level Core target Key capability Main metric
L1 Basic Control exposure Inventory, labeling Coverage rate
L2 Managed Standardize use Workflow, review Policy hit rate
L3 Integrated Enable sharing PET, zero trust Risk reduction
L4 Optimized Operate by value Automation, metrics ROI, trust

5. Conclusion

In the era of big data, data security and privacy protection have transformed from secondary
technical issues into fundamental problems of the digital governance system. Given the rapid
development of cross-domain data flow, algorithm-driven approaches, and intelligent applications,
traditional governance methods relying primarily on static boundaries, coarse-grained permissions,
and post-event filing are no longer sufficient to meet the demands of high-quality data utilization.

Based on a review of English literature and international reports from the past three years, this
paper identifies five main contradictions in current big data security governance: increased exposure
throughout the entire lifecycle, difficulties in implementing the minimum necessity principle,
performance costs associated with privacy enhancement technologies, increased risks from
secondary inference due to artificial intelligence, and fragmented organizational governance. To
address these issues, this paper proposes a comprehensive governance strategy that starts with
classification and grading and dynamic risk assessment, uses zero-trust access and end-to-end
auditing as its framework, employs differential privacy, federated learning, and trusted execution
environments as technical tools, and utilizes maturity management and value assessment.

In general, data governance cannot simply be a choice between "open utilization™ and "strict
protection.” It requires a combination of institutional, technological, and procedural approaches,
ensuring the security of data flow based on traceability, explainability, and quantifiability. Only in
this way can the value of big data for social governance, industrial collaboration, and public service
innovation be continuously realized while protecting individual rights and organizational
compliance.
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