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Abstract: With the massive growth of Internet technology and data resources, the scale of
entities involved in distributed systems and the complexity of the system continue to
increase, and higher requirements are placed on the quality of data transmission. Provide
support for the integration and integration of information resources and services. However,
the access security of the system needs to be considered when sharing information, so it is
necessary to implement access control on information resources to avoid computer access
security problems. In this paper, a distributed system access control model system is
constructed, and the inter-domain access control module is tested for concurrent access.
The test results show that with the increase of concurrent access, the system response time
and throughput change smoothly, and the system is relatively stable. In the simulation
experiment of the trust quantification model, with the increase of the number of successful
accesses, the trust degree will also increase; with the rejection of the access request, the
trust degree will decrease.

1. Introduction

The traditional access control technology only verifies whether the entity's identity is valid and
whether it can be logged in. After successful login, the corresponding role or attribute is obtained,
and the corresponding access rights are obtained, which will not change during the entire access
process. However, in the current network environment, after an entity's identity trust is verified, its
behavior is not necessarily credible. Therefore, introducing behavioral trust into the access control
mechanism can enhance the dynamics of the access control process.

In recent years, many scholars have combined the idea of trust management with the related
technical methods of access control. For example, some scholars have pointed out that Web services
can integrate information systems on various heterogeneous platforms. The integration of
information systems between enterprises involves integrating and invoking resources and services
in different domains. Due to the access control models in different autonomous domains The
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traditional access control mechanism has limitations when applied to cross-domain access control,
so the realization of safe, efficient and stable cross-domain access control between domains has
become a hot issue of research [ 1]. A scholar established a trust model based on the Bayes theory,
and proposed a trust resource scheduling algorithm based on the trust model, which can obtain an
accurate assessment of trust with a small time complexity [2]. Some scholars have proposed a trust
management framework based on reputation. In the framework, there are multiple agents in each
autonomous domain. The agents can communicate with each other, which improves the security and
reliability of the system. There is a shortage of large expenditure [3]. Some researchers have studied
the delegation technology in the distributed environment, and proposed to use the access control
program (ACP) for delegation, so that users can access the services they need through an untrusted
third party [4]. Although access control technology is gradually mature, its trust measurement in
distributed systems needs further research.

This paper first introduces several access control technologies, then proposes a trust calculation
method for RBAC, and then builds a trust quantification model for distributed system access control,
and tests the concurrent access performance of ODM in the model and the trust degree of the model.
The simulation experiment was carried out to verify the influence of the user's access success on the
trust degree, and the dynamic nature of the access control by introducing the subject's trust degree
into the trust quantification model.

2. Related Technologies
2.1. Access Control Technology

(1) Autonomous access control

Discretionary access control first appeared in time-sharing systems and is now widely used in
Unix-like operating systems [5]. This access control is based on the user's personal security needs,
and the user has great flexibility in modifying permissions. If there are malicious users, the access
rights to the data will be arbitrarily spread, which will objectively have a serious impact on the
system security [6].

(2) Mandatory access control

Mandatory access control is to classify information resources into classes and classes, so that the
subject can only access the objects of the class or class that can be accessed by them [7].

(3) Role-Based Access Control (RBAC)

With the development of information technology, the function and role of the information system
are getting bigger and bigger, and the expansion of its scale and the sharp increase of users will
follow, which makes the management of the system more complicated [8]. The introduction of roles
makes the management of authorization simpler and easier, and also makes the assignment and
implementation of specific policies more flexible. Users can define roles according to their own
needs, and can also re-change roles. In RBAC, the security administrator is responsible for
managing the authorization of permissions, and the authorization policy formulated is mandatory
for users, so users cannot arbitrarily grant permissions to other users. In RBAC, the complexity of
authorization management is reduced, and the system overhead is also reduced. RBAC can use the
method of role inheritance, so that the system administrator can have a logical and clear planning
and deployment for user groups with different access rights, avoiding the repetitive workload
[9-10].
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2.2. Calculation of Trust Degree

The calculation of the trust degree is based on the user's initial trust degree and the historical
behavior trust degree calculated from the historical access behavior [11]. A historical access
behavior record item L(u, Mi, Mj, t, c, d), where u is the identity number of the user, Mi is the
number of the domain where the user is located, and Mj is the number of the domain where the
service or resource requested by the user is located., t is the time point, c is the penalty coefficient
when the service or resource requested by the user fails, and d is the evaluation result of the access
request behavior, such as "pass” or "fail" [12].

The calculation formula of the user's historical behavior trust degree is:

D= A 1)

Gl G2
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The calculation of the trust degree of users in the request domain in the service domain is the
core problem in the process of cross-domain access decision making [13]. The formula for
calculating the reputation of the request domain Mi in the service domain is:

Qe 2)
H

Among them, H is the number of successful historical access behavior evaluations, G1 is the
number of failed evaluations in the user domain, G2 is the number of failed cross-domain historical
access behavior evaluations; c is the penalty coefficient for the evaluation failure behavior, ¢>0, the
service provider Different penalty coefficients are set according to the importance of different
services and resources. a is the weight that affects the trust calculation result.

3. Model Design
3.1. Distributed System Access Control Architecture Design

The design of the access control security model is mainly divided into two parts, the
intra-domain access control module and the inter-domain access control module. The intra-domain
access control module mainly includes: the basic maintenance of RBAC information (users, roles,
resources), the loading of access control, and the mandatory access authentication (AEA) for
visiting requests; the inter-domain access control module (ODM) includes: access control classifiers
(ACS), external domain access control multi-agent system (role certificate issuance, management
and communication between external domain access controllers), external domain role mapping and
authority maintenance, access object security domain identification and maintenance of all security
domain attribute information [14-15]. The model of the architecture is shown in Figure 1.

The system architecture diagram is displayed according to the two modules of dynamic access
control and static permission management. The dynamic access part focuses on the process of
loading the entire access control service. The static rights management module focuses on
managing all resources used for access control, including data, certificates, and key pairs [16].
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Figure 1. System access control model architecture
3.2. Analysis of Trust Model

(1) Intra-domain security access control system

The basic authority management system is the basic functional module of role access control,
and its main function is to ensure the consistency of static authorization status. The subject manager,
role manager, and authority manager are the basic elements to ensure the basic RBAC access
control model; role mapping manager and security domain manager are the newly added elements
of the external domain access control model to increase the distributed configuration of the access
control model., to achieve mutual access to resources [17-18].

(2) Inter-domain security access control system

In the access control phase, the user or the session on behalf of the user makes an access request,
and the relevant components analyze the user's active role, the current environment (ie system state),
compare the task requirements and object security attributes, and make the final access arbitration
according to the access control policy [19]. In the network environment, there is also a consistency
problem, that is, it must be ensured that the relevant information used in this stage is all up-to-date.
For an activated role granule, whether its permissions are actually available depends on the current
activity requirements, and this context information is provided by the task authorization server. The
task authorization server registers the tasks started in the system and enables or disables the
permissions of the relevant roles corresponding to the execution of the tasks. When a user requests
to perform a transaction on an object resource, the access manager communicates with the task
authorization server. If there is an active authorization indicator that allows the user with the correct
role granule activated to perform the transaction on the specified object, the request is approved,
otherwise the request will be rejected. The access manager arbitrates the access request according to
the access policy. In addition, the access manager also learns the currently activated environment
role from the environment manager, and learns from the object manager whether the current object
belongs to the specified object role.

4. Experimental Simulation
4.1. Performance Test of Distributed System Access Control System

Table 1 is the performance statistics of the external domain access controller ODM when testing

37



Distributed Processing System

the inter-domain access request. Statistics on the performance of ODM show that when the
concurrent access volume increases, the throughput and concurrent response time change smoothly.
When the concurrent access volume increases, the system's response time to a single access
basically remains between 25ms and 35ms, so it is considered that the system is stable.

Table 1. Performance statistics of ODM

Concurrent visits | Average response | Single response | Throughput/sec
10 135 13.5 12.4
30 484 16.13 18.2
50 1276 25.52 15.6
70 2128 30.4 16.3
90 2634 29.27 13.9
110 3371 30.65 16.7
130 4253 31.72 14.8
150 4962 33.08 17.5

4.2. Trust Simulation

(1) Simulation analysis of the change of trust degree in the model initialization stage

Set the three newly added users in the new domain Mi, the initial intra-domain trust degree is 1,
and cross-domain access service servicel of service domain Mj respectively (penalty coefficient is
2), in order, user 2 randomly accesses service | successfully 420 times, 80 failed accesses; user 1
successfully accessed service 1 500 times; user 3 randomly accessed service 1 successfully 350
times and failed 150 times. The change trend of the trust degree of domain Mi in the service domain
is shown in Table 2, and the change trend of the trust degree of the three users in the domain is
shown in Figure 2.

Table 2. Trust degree of request domain Mi in service domain

Number | 156 | 200 | 300 | 400 | 500 | 600 | 700 | 800 | 900
of visits
Mi 1 /0982|0967 |0.95|0.948 | 0.943 | 0.968 | 0.972 | 0.934 | 0.915

The experimental results show that the trust degree of the request domain in the service domain
and the user's intra-domain trust degree will increase with the increase of the number of successful
access behaviors, on the contrary, it will decrease rapidly with the increase of the number of failed
access behaviors, fully reflecting The influence of historical access behavior on the calculation
result of trust degree is analyzed.
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Figure 2. User's intra-domain trust level

(2) Simulation analysis of model dynamics

In order to reflect the role of trust in the access control model based on trust metrics, this
experiment only considers the impact of trust on access control on the premise that other user
attributes satisfy the service access control policy. It is assumed that there are two services in the
service domain, service 1 (penalty coefficient is 2) and service 2 (penalty coefficient is 3). There are
3 users (user 1, user 2, and user 3) in the set request domain. The three users initially set the trust
degree in the domain to 0.8, and the number of historical access behavior records is 320 times, of
which the number of passes is 300 times. In the case where the user's behavior and the request
domain are both credible, the user cannot feel the existence of access control in the model system
implemented in this paper. Only when the user accesses across domains, the trust degree in the
service domain is lower than that of the service domain. At the lowest threshold, the existence of
access control can be found only after the access request fails to pass.

The historical access behavior of the request domain in the service domain is good and the
platform configuration integrity of the request domain is good, that is, when the credibility of the
request domain is S=1, user 1 accesses service 1 (satisfying the access control policy) 300 times; 2
randomly accesses service 1 (satisfying the access control policy) and service 2 (does not satisfy the
access control policy), and the access times are 210 and 90 times respectively; user 3 accesses
service 2 (does not satisfy the access control policy) 300 times. The experimental results are shown
in Table 3.

The experimental results show that when the access requests are all allowed or all denied, the
access control effect of the model architecture based on trust metrics and the XACML standard
architecture is the same. However, when users have both legal and illegal behaviors, that is,
permission and denial of access requests coexist, with the denial of access requests, the user's trust
degree also decreases. The effect of the access control of the two model architectures reflects the
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dynamic nature of the access control of the model architecture based on the trust measurement after
the introduction of the subject trust degree.

Table 3. Experimental Results

XACML standard schema Model Architecturg Based on Trust
Metrics
User Service 1 Service 2 Service 1 Service 2
Success | Fail Success | Fail Success | Fail Success | Fail
User 1 300 0 - - 300 0 - -
User 2 210 0 0 90 170 130 0 90
User 3 - - 0 300 - - 0 300

5. Conclusion

In today's era of rapid development of information technology, information systems in the
network environment can realize cross-domain access of various systems, integrate various
resources and services, and provide services to customers according to new needs. The trust model
of distributed system access control constructed in this paper adopts role-based access control
technology, so it can realize the security identification of access users. After the concurrent access
performance test of the model and the simulation experiment of the model trust degree change, it is
proved that the model will show different trust degrees according to the number of user access
successes and denial times.
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